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muHe «HpopmarmonHas 6e30macHOCTh U 3amuTa uHboOpManumy. BriodyaroT
paboThl 1O U3YYEHHIO U OCBOCHHUIO CTaHAAPTHBIX CPEACTB 3aIUTHI OT HECAHK-
[IUOHUPOBAHHOI'O JIOCTYIIa K KOMIBIOTEPY, UCIOJB3Ysl CpeAcTBa 0a30BOMl cuc-
TEMBI BBO/Ia/BBIBO/IA, CPEACTB 3aIUTHl HHPOPMAIIHH, TPEJOCTABIIEMBIX OTepa-
uoHHOM cucteMoil Windows, 3amuThl 6a3 JaHHBIX H OCOOEHHOCTU pa3rpaHu-
4yeHus npaB npu padore B APM.

ITocneanue yerbipe pabOThI MOCBALIEHBI U3YUEHHUIO U NIPAKTUYECKON pea-
JU3aIUN Pa3HOOOPA3HBIX KPUNITOTPAPUIECKUX CUCTEM, BKITIOUYask KPUIITOAHATH3
(omHOKIIOYEBOE IMIM(PPOBAHKE, MOTOYHOE WHU(POBAHUE, JABYXKIIOUEBOE ACHM-
MeTpUYHOE MHUGPOBAHUE).
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[NPEAMCJIOBUE

HeoOxoammocTh u BaXXKHOCTh oOecrieueHusi WHGOPMAIIMOHHON Oe3omac-
HOCTH OOBEKTOB WMH(MOpPMATH3AUU U WH(POPMAIMOHHBIX CUCTEM OOBICHIETCS
BO3POCIIUMH TPEOOBAHUSMU K KOHPHUACHIIMAIBHOCTH JAHHBIX U UX HEMPOTUBO-
pEUYrBOMY, TIOCTOSIHHOMY U HAJCKHOMY TMPEACTABICHUIO BHYTPH CHCTEM.
B cnoxuBmmxcs yciaoBUAX MpH NPOSKTUPOBAHUU M pa3padOTKe MHPOPMAIIUOH-
HBIX CHCTEM OOJIbIIIOE BHUMAHUE HEOOXOIUMO YAENSATh OPraHU3alUOHHBIM,
MIPABOBBIM, TEXHUYECKUM M TPOTPAMMHBIM CpPEJCTBaM, 00ECIEeUYNBAIOIINM
JOJKHBIM ypOBEHb 3amuiieHHocTH uH@opmanuu. [loaToMy uzydeHue cyiecrt-
BYIOIIIMX KaK amlmapaTHBIX, TaK U MPOTPAMMHBIX CPEACTB 3aIUThl HHPOPMAIIHH
Ha YpOBHE OINEPAIMOHHBIX CUCTEM M CTaHAAPTHBIX YTWIHT MPEACTABISET OCO-
Oyio 3HaYMMOCTh. B mocnennee BpeMs OypHOe pa3BUTHE MOJYUUIN Pa3IUYHbIE
Kpunrorpadguyeckue MeTojibl, 00eCleUnBAIOIINE COKPBHITHE KOH(PUICHIUATb-
HOM MH(pOpMaLUU OT MOCTOPOHHUX Jinll. OCOOEHHO CUIIBHO 3TO Pa3BUTHE MPO-
UCXOAMT C MOSIBJICHHEM BBIYUCIUTEILHON TEXHUKH, TECOPUHU aITOPUTMU3AINHA U
IPOrpaMMHUPOBAHUS.

[Ipennaraemsplii B JaHHBIX METOJMYECKHUX YKa3aHUSX K J1aOOpaTOpHBIM
pabotram 1o Kypcy «MHpopManronHas 6€30MacHOCTh U 3alUTa UHPOPMALIUK)
MaTepuan CTaBHUT LETbI0 MO3HAKOMUTH CTYJAEHTOB C PA3IUYHBIMH ACTEKTaMH
3amUThl HHPOpPMauu B UHPOPMAITMOHHBIX CUCTEMAX.

Ilepasi mabopaTopHasi paboTa MOCBSIIEHA HW3YYEHHUIO MPOTrPAMMHO-
anmapatHeiX cpeactB OBM 1o 3ammre cUCTEMBI M OT HEYMBIIIJICHHOTO H3Me-
HeHus (aitioB. Bropas u TpeThs nabopaTopHbie pabOThI OCBSIICHBI U3YUYEHHUIO
CPEICTB, MPEAOCTABISIEMBIX Pa3IMUYHBIMH OTIEPAIMOHHBIMU CHCTEMaMH IO 3a-
muTe nHQOPMALIMOHHBIX pecypcoB. UeTBepTas mabopaTopHas paboTa 3HaKOMUT
CTYJICHTOB C METOJHMKON OpraHu3alliy 3alluThl HHGHOPMAIIMN B aBTOMATHU3HPO-
BaHHBIX PabOYMX MECTaxX M pa3rpaHU4YCHHEM JIOCTYINa K MH()OPMAIMOHHBIM pe-
cypcaM B CHCTEMax MOJJEPKKU NMPUHATHUS pelieHus. B nsroi u mecroi pado-
TaX pacCMaTpPUBACTCS pean3alus Pa3IMYHBIX METOAOB MIM(POBAHUS TAHHBIX
JUTSI OTHOKJTFOUEBBIX OJIOYHBIX M TTOTOYHBIX KpunTorpadudeckux cucreM. Cesb-
Masi paboTa MOCBAIIEHA MPOCTEHIIIEMY KPUIITOTpahUueCKOMYy aHAIN3Y JaHHBIX.
Bocbmast paboTa 3HaKOMHUT CO CTaHAAPTHBIMU MPOrpaMMaMu ABYXKIIOYEBOTO
MU (PPOBAHUS JAHHBIX U SJIEKTPOHHOU LU(PPOBOI MOAMHUCHIO.
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Jlaboparopnasi padora Ne 1

3AIIUTA MTHOOPMAIIMHN B OITIEPAITMOHHOM CUCTEME MS-DOS

1. Heab padoTsl

[lens paGoTHl - WU3YYUTH METOIBI W CPEICTBA 3alIUThl WH(MOpPMAIUU B
onepanuoHHoi cuctreme MS-DOS u ctangaptabie HacTpoiiku BIOS Setup.

2. O0uue cBeaeHud

Omnepannonnas cucrema MS DOS OTHOCUTCS K TOMY THITy OIEpallOH-
HBIX CHCTEM, KOTOpbIE€ HE HMEIOT BCTPOEHHBIX CPEJCTB 3aIlIMThI, a TaKXKe
CPeICTB pa3rpaHuyeHusi gocrymna. s mpenoTBpallieHus HeCaHKIIMOHUPOBAaH-
HOTO JO0CTyMa K HHPOpMAIINH, XpaHsIIIencs Ha KOMIBIOTEpE, padoTaOIIEM MO/
ynpasiaeHneM MS DOS, HyHO HCIIOJIb30BaTh KOMILIEKC MEp, TAKUX KaK: yCTa-
HOBKa napoiist Ha Bxoz B cucremy B SETUP, a Takxke ycTaHOBKa crieiMannu3npo-
BaHHBIX CHCTEM KOHTPOJISI JIOCTymHa, TaKuX Kak mporpamma System
Commander xomnanuu V. Conmuni cat i ons. Iloa cpeacTBaMu 3aliuThl 1MO-
HUMAeTCs He TOJbKO MPEAOTBpAllleHNe HECAHKIIMOHUPOBAHHOTO JOCTYIa K WH-
dbopmanmu, HO U 3anUTa UHHOPMAIIMK OT HEYMBIIIUICHHON MOPYH, JUIsl YeTO B
cucteme MS DOS npenycmorpena komanzaa attrib, u3menstomas aTpuoyT ¢aii-
na read only TakuM oOpa3om, 4TO IPH MONBITKE yAIUTh (aitn komanaou del
OyzAeT BbIBEJIEHO COOOIIEHIE O HEBO3MOKHOCTH COBEPIICHHSI JAHHOUN OTepaIiu
Haja (aiimom ¢ atpubytom read only, a mpu u3MeHeHUM Qaiina Ipu MOMOIIH
TEKCTOBOTO pPeJaKkTopa OyACeT BBIBEACHO COOOIIeHHME 00 OTKa3e B JOCTyIE K
daiity, 1 U3MEHEHHE MPOU3BEIEHO HE OyJeT, MO0 OyJeT BBIBEJACHO JOTOIHU-
TEJBHOE MPEeayIpekKICHHUE.

2.1. Onucanue cpedcme npedomepaujeHusi HeCanKYUOHUPOBAHHO20 OOCMYNA K
KoMnwviomepy ¢ nomowbto cpeocms npoepammsl BIOS Setup

Paccmotpum Setup, dupmer AMI, (Bxox mo naxaTtuto kinaBumu Delete
npu 3arpyske komneroTepa). B mento Advanced CMOS Setup HEOOXOAMMO BbI-
oparb nmyHkT Password Checking Option, B KOTOpOM BO3MOKHbI TPH BapUaHTA:
Disabled — maponb He 3ampamuBaercs (CMeHa BapuaHToB kiaBuiiamu Page Up
u Page Down); Setup — napomnb TpeOyeTcs: TOIbKO Ui BXOAa B Iporpammy Setup;
Always — BBOA IapoJist HeOOXOIUM Kak JjIsl 3arpy3Ku, Tak U JJIsl BX0Jia B IPOrpam-
My Setup.

[Tynkr mento Change Password mo3BojsieT M3MEHUTh TEKYIIMHA HapoJib.
Buaumanwue! Ilaponb CTOUT XOpOIIO 3aIOMHHUTH, HO HA B KOEM CIIy4ac HE 3alMChl-
BaTh, TaK KaK 3alucU Ha 00OpOTE KJIABHATYPHI, JUCTOUKAX OymMard CTaHOBSITCS
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JIETKOU JOOBbIUEH 3JI0YMBIIUIEHHUKOB. ECiii BbI, HECMOTpSI Ha 9TO MPEeayNpexie-
HUE, BCE-TAKH 3alMChIBAETE CBOM IMApOJH, TO XOTS Obl 3alIMCHIBAlTE UX B 00part-
HOM TIOpsAIKE WK 100aBbTe mapy nudp B onpeaeneHHble no3unuu. [Ipu Beixoze
U3 MporpaMMbl Setup HEOOXOIUMO COXpPaHWTh M3MEHEHHBIC JTaHHBIE KOMAaHJIOM
Save Settings and Exit. [l cHsaTHs maposis B Setup HEOOXOAMMO BOWTH B MEHIO
YCTaHOBKM apoJisi, ¥ Ha MpUTJallleHUe s BBOJA HOBOT'O MapoJid HaXaTh Kia-
uiy Enter.

Pacemorpum Setup, dupmer Award, (Bxon o Haxatuto kiasumu Delete
nin komounanuu Ctrl, Alt u Esc npu 3arpy3ke kommbiorepa). B mento BIOS
Features Setup HeoOxoaumo BbIOpaTh MyHKT Security Option, B KOTOPOM BO3-
MOKHBI JIBa BapuaHTa: Setup - mapojp Tpedyercs TOIbKO JUIsl BXOJa B IMPO-
rpammy Setup; System - BBOJ MMapoJisi HEOOXOAMM Kak JUIsl 3arpy3KH, TaK U JUIs
BXOJa B Iporpammy Setup.

B mento Password Settings nHa npuriamenue ENTER PASSWORD Bae-
JUTE MapoJib JUIMHOKO HE MEHbIIIE BOCbMU CUMBOJIOB. [Ipu BeIXoAe u3 mporpam-
Mbl Setup HEOOXOAMMO COXPaHHTh W3MEHEHHbBIE JaHHbIE KOMaHJON Save
Settings and Exit.

2.2. 3awyuma ¢hauiios om HeYyMblULIEHHO20 U3MEHEHUSl NPU NOMOUWU KOMAHObL
MS-DOS Attrib
Attrib - i3aMeHeHue 1 BbIBOJ aTpuOyTOB (aitna.
dopmaT KOMaH/IbL:
attrib [+r|-r] ([ ouckosoxn:] [nyrs] <uma danmna>)
[Tapamerpsl:
+I' - ycTaHaBIMBAET aTpUOyT "TOJIBKO JAJIst YTCHUS "

—I' - CHUMaeT aTpuOyT "TOJBKO JUIsl YTEHHS "

3.3apanus k JJadoparopHoii padore

3.1. M3yuuts obuue cBenenus o 3auure nupopmarmu B MS-DOS.
3.2. BBINOTHUTH yCTAaHOBIICHUE/CHATHE TAPOJISl HA CHCTEMY.
3.3. I3MeHuTb aTpuOyThl TEKCTOBOTO (haiina.

4. Ilopsaok BbINOJHEHHS PadOThI

4.1. U3yunts METOA YCTaHOBKH ITapoJIs B Setup.

4.2. YcTraHoBUTH Napoiib B iporpamme Setup. BoilTu B cuctemy no napomto.
4.3. CHaTh napodib B Iporpamme Setup.

4.4. 3yunth cnocob u3MeHenus arpudyra (aiina read only.

4.5. Co3math TEKCTOBOM (haids.

4.6. 3anecure B (aitn nHGOpMAaIKIO, UCTIOIB3YS TEKCTOBON PEaKTOpP.

4.7. YcranoBuTh aTpuOyT (aiina read only.
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4.8. IlonbITaThCA U3MEHUTH UH(GOPMALIMIO B TEKCTOBOM (haiise.

4.9. TonwiTaThes ynanuth (aiin komannoit MS-DOS del.

4.10. Tlombrtateecst ynamuth ¢aiin cpencrBamu Norton Commander (wim
JT1000# Ipyroit moTI0OHON TPOTPaMMBI).

5. Copep:kanue oTuera

5.1. Ilenb paboTHI.

5.2. Kpatkue cBeneHus 00 OCHOBHBIX CIOCO0aX 3alIMThl UHPOpPMAIMHA B
MS-DOS.

5.3. Onucanue npoenaHHoN paboThl U pe3yJIbTaThl €€ BhIIOJHEHHUS.

5.4. BriBo1bI O padoTe.

6. Bonipoce! 111 caMONIOATr0TOBKH

6.1. CymectBytoT M craHgapTHble cpeactBa MS-DOS mis 3amutsl U
pasrpaHuyeHus1 1ocTymna?

6.2. HazoBuTe Mepsl 11 MPEAOTBpAIEHUSI HECAHKIIMOHUPOBAHHOTO JIOCTY-
na K uHpopmaiuu, XpaHsiencss Ha KOMIbIOTepe, paboTaroleM MoJi yrpasJie-
HUEM omnepanroHHoi cucteMbl MS-DOS.

6.3. Kakoii u3 atpuOyToB (haiina OTBEUaeT 3a pa3pelleHue/3anpeleHnue
Moaudukanuu ¢aina’?

6.4. Moxxno 1 ynmanuth (aitn ¢ BKIIOYEHHBIM aTtpuOyTtom read only,
UCIIONb3ys KomMaHy del?

6.5. Onuiure npoueaypy YCTAaHOBKH Mapods B Setup.

JlaGopaTopHnas pa6ora Ne 2

I[TPOI'PAMMHGLIE CPEACTBA 3ALIWUTHI OBBEKTOB 1 PECYPCOB
B OITEPAITMOHHOM CUCTEME WINDOWS 95/98/ME

1. Hean padoTbl

[{enb paGoOTHI - O3HAKOMJIEHUE CTYJIEHTOB C MPOTrPAaMMHBIMU METOJa-
MU 3alIUTHl UHOOPMALIMOHHBIX PECYPCOB B JIOKAJIBHBIX OJHOPAHTOBBIX BHIYKC-
JUTEIBHBIX CeTAX Ha 0aze omepanuoHHON cucteMbl Windows 95. IIpuoGpere-
HUE MPAKTUYECKUX HABBIKOB MPEJOCTABICHUS PA3IMYHOrO JOCTyIa K MHDOP-
Malll¥ B JIOKAJIbHBIX BhIUUCIUTENbHBIX ceTsax (JIBC).

2. O01mue cBeaeHus

OpHopaHroBasi BHIYMCIUTENbHAS CETh - ATO OOBEAMHEHUE TPYIIIbI KOM-
MBIOTEPOB HA MOCTOSIHHOW OCHOBE, MPU KOTOPOH (yHKIMU pabodeil CTaHINKN U
daiinoBoro ceppepa OJHOBPEMEHHO MOXKET BBIMOJHATH JIIOOON M3 KOMITBIOTEPOB,
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BXOJSIIMX B 3Ty BblUMCIUTENbHYIO ceTh. [nst JIBC ¢ BbineneHHbIM (hailiioBbIM
CEPBEPOM XaAPAKTEPHO TO, YTO MPAKTUYECKU BCE MHPOPMALIMOHHBIE PECYPCHI Xpa-
HATCS Ha OJTHOM KomiibioTepe (cepBepe). B ogHopanroBeix JIBC unbopmanu-
OHHBIE PECYpPCHI MOTYT OBITH pacIpejiesieHbl 0 BceM KommbroTepam. Haunbo-
Jiee paclpOCTPAaHEHHBIN pa3aesseMblii pecypc B JaHHON CUCTEME - TUCKOBBIM
HAKOIMUTEIb. PecypcoMm Takke MOXKET SIBIATHCS MPUHTEP, MOJKIIOYEHHBIN K O1-
HOMY M3 KOMIIbIOTEpOB. B onHopanrosoii JIBC auckoBoe mpocTpaHCcTBO U (ailiibl
JF000T0 KOMITBIOTEpA MOTYT OBITH MPEIOCTABICHBI B MOJIH30BaHUE BCEM IOJIb-
3oBaresnsaM JaHHoi JIBC uiam OorpaHM4eHHO, B 3aBUCMMOCTH OT IPaB JOCTYIIA.
Jlnst ynpaBiieHueM JIMCKOBBIM MPOCTPAHCTBOM MCIIOJB3YIOT CIEAYIOIIUE MOIX0-
b

1) mpu dbopmaTupOBaHWU NTUCKOBBIM HAKOMHUTEIh Pa30MBAIOT HA HECKOJIb-
KO pa3/iesioB (HampuMep, OJIMH JIJIsl YaCTHOTO MCTOJIB30BAHMS U OJMH JIJIsi 001Ie-
'O NI0JIb30BAHUS );

2) BBIIEHSIOT OT/ACJIbHBIC JUPEKTOPUH JJIsl OOIIETO MO0JIb30BaHus (B JaHHOM
ClIy4yae HEBO3MOXKHO OTPAHUYUTHh O0OBEM JIUCKOBOTO MPOCTPAHCTBA).

PaccmoTpum mipuMep npenocTaBiieHHs] JOCTYIA K KECTKOMY JUCKY Mep-
coHasibHOTO KommbioTepa B JIBC Ha 0a3e omnepammoHHONW CHCTEMBbI
Windows 95. Jlnst 3TOoro Ham HeoOXOoAMMO, YTOOBI ObUIM YCTAaHOBJICHBI BCE He-
00Xx0IMMBbIE CeTeBbIe yCTporcTBa (apaiiBep cereBoi kapThl, [IPX/SPX coBmecTu-
MBII MPOTOKOJI, CIy>k0a toctyna K (ainaM u npuHrepam cereid Microsoft). B ce-
TEBBIX HACTPOMKAX HEOOXOIUMO MMETh Takke B pasnene «Jloctym k daitnam u
IPUHTEPaM) YCTaHOBIICHHBIN TOCTYH K (paiijiaM JaHHOTO KOMITBIOTEPA.
Jlns mpenoctaBieHus goctyna kK qucky C Heo0X0IUMO:

1) BOWTH JBOWHBIM IIETYKOM JIEBOM KHOMNKHU MBIIMIKK Ha «MOM KOMIIbIO-
TEp»;

2) BeIOpaTh Auck C, HAKaB MPaBYIO KHOIKY MBIIIKH;

3) B OTKpBIBIIEMCSI MEHIO BBIOpaTh «JlocTyt...» (puc. 1);

4) BBIOpATh CETEBOE UMS JIUCKA.

B nosie 3aMeTKM MOXKHO yKa3aTh KPaTKUM KOMMEHTAPUN U1 JAHHOTO JIHUC-
Ka MoJbp30BaresiM ceTr. HeoOxoauMo BeIOpaTh TUT JOCTYIIA B 3aBUCUMOCTH OT
TpeboBaHmii Oe3omacHOCTH WHMOPMAIMU, XPAHUMOW Ha JaHHOM nucke. [lpu
MOJTHOM THUIIE JIOCTyna Jito0oi nosp3oBarens JIBC MoxkeT HeorpaHMUEHHO MOJIb-
30BaThCsl ITaHHBIM pecypcoM. IIpu tune gocryna «Toiabko yTeHHE» aHATIOTMYHO
o001 nmonns3oBarens JIBC MokeT monn30BaThCsl JaHHBIM JUCKOM, HO HE MMEET
BO3MO>KHOCTH U3MEHATH €ro cofepxkumoe. Ecinu gqoctyn onpenensercst napoJieM,
TO K JIUCKY MOTYT MUMETh JOCTYII TOJBKO JIMLIA, BJIAJICIOUINE JAHHBIM IapOJIEM,
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OIPEICTSAIONIUM B CBOIO OYepeb JIMOO MOJHBIA TOCTYII, JIUOO JOCTYH TOJBKO
Ui uyTeHus (puc 2.).

E Mok rounboTEp

HocTyn...

Puc.1. Bvizog ycmanosku docmyna k oucky C

CEOMCTEA: Work (D:)

Puc. 2. Buibop eapuanma docmyna k Oucky



~Q

JlocTyn K CETEBOMY pecypCy MOXKET ObITh BPEMEHHbIN, MO0 MOCTOSIHHBIM.
JIiis ycTaHOBIIEHUSI TIOCTOSIHHOTO JIOCTYNHa HEOOXOAMMO MOAKIIOYUTH UCHOIb3Ye-
MBI JJUCK B KAUECTBE JIOTUYECKOTO JMCKA TAK, KaK 3TO MTOKa3aHO Ha puc. 3.

Noaxmouenme ceresoroaucka Q|
D I = F: j
Oyrk: I'x'G'xd j OTreHa |

I_ EE‘TDME‘THHECKH NOgEADYSTE NP BROQE B CHCTERNY

Puc.3. Yemanoenenue nocmosannozo oocmyna k oucky C Ha komnviomepe
c cemegbim umenem «3» 8 oOnopan2osou JIBC

Heo0xomumMo OTMETHTH, YTO MPEAOCTABICHUE CETEBOTO JOCTYIA K KaTa-
JoraM JIMCKa U K IPUHTEPY OCYIIECTBISETCS aHAIOTUYHBIM 00pa3oMm.

PaccmatpuBas mpaBuiia opraHuzaly JOCTyHa K MECTHBIM U CETEBBIM pe-
cypcaM, Mbl KacalucCh TOJIBKO OJHOTO crioco0a YIpaBieHHUs IOCTYNOM. JTOT Me-
tox B Windows 95 momyunn na3Banue «Jloctym Ha ypoBHe pecypcoB» (Share-
level Access Control). Takol mocTyn npeanoiaraeT 3aiuUTy KakI0ro U3 o0mmx
pecypcoB COOCTBEHHBIM IaPOJIEM.

Opnako Windows 95 mpeuiaraet u Apyroii cnocod ynpasieHus: JOCTYIIOM,
KOTOpBIN HasbiBaercsi «Jloctynm Ha ypoBHe monb3oBarenein» (User-level Access
Control). CyTs ero BechbMa IpoOCTa U MOHITHA YK€ U3 Ha3BaHMS: ISl KAXKIOTO pe-
cypca Bbl JOJDKHBI MOMMEHHO YKa3aTh CIIMCOK BCEX IOJIb30BATENei, KOTOpHIC
UMEIOT IIPaBO PAOOTHI C ITUM PECYPCOM.

Ecnu MBI XOTUM OpraHu3oBaTh JOCTYI HAa YPOBHE I0JIb30BATENEH, TO CHA-
qajia He0OXOAMMO BKJIFOUMTH 3TOT PEXKHUM, a YK€ TIOTOM MOXKHO OyJeT IS KaxK-
JIOTO pecypca TMOMMEHHO yKa3aTh CIHUCOK IoJib3oBareseil. OCylIecTBUTh 3TO
MOXHO CJICTYIOIINM 00pa3oMm:

1) aBaknpl menkHUTE HA 3Hauke «CeTh» M B OJHOMMEHHOM OKHE Jrajnora
BbIOEpUTE BKIAJKY «YmpasieHue nocrynom» (Access Control). Baemrnuit Bua
ITOW BKJIQJIKU TIPOJIEMOHCTPUPOBAH Ha PUC. 5;

2) mepekiaoYaTeNnb «YIpaBIeHHe JOCTYIIOM K OOIIMM pecypcaM MpOHu3BO-
nutcs» (Control Access to Shared Resources Using) ycTaHOBUTE B MOJIOXKE-
Hue «Ha ypoBHe nons3oBarenei» (User-level Access Control);

3) B mosie «B3saTh ciucok moJib3oBartenel u rpynn ¢ cepepa» (Obtain List
of Users and Groups From) BBenuTe nMs KOMIbIOTEpA, HA KOTOPOM OyJeT Xpa-
HUTHCSI COOTBETCTBYIOIIUI cricoK. Hampumep, ecu OH J0KEeH XpaHUTHCS Ha
koMmibroTepe MAIN, To 3T0 UMs U BBenuTe (puc. 4).
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CeTh EE

Ku:uH':l:-HrypauHﬂl MaeHTH®HEAUMA  SNPaBEHME A0CTYNORM |

— HnpaBneHue 4OCTYNOM K QWM PECYPCAR NPOMSEOAMTCH: —

" Ha upoEHe pecypcos
[DfecneYMEAET BOSMOMKHOCTE YCTAHOEKM NapanA

007 Ka#A0ro M3 pEcYpCoE.
% Ha ypoEHe NoNk=0BaTENEN

[ 8ecnedHBaET BOSMOKHOCTE YEASIHUA
NONEZF0EATENEH W FPYN, WEHILLME 40CTYN E
KaMA0RMY OOLLEMY PECYPCY,

BzaTk cnvcok Nnonkb0BaTensd W FpYNn © CepEepa:

IMAINI

OF. I OThieHa |

Puc. 4. Yemanoenenue pesxxcuma oocmyna k pecypcy Ha ypogHe nojib3osameneti

Ecnu Bbl yCTaHOBWJIM PEXHUM J0CTyla Ha ypoBHe mnosb3oBareneil (User-
level Access Control), To 3T0 03Ha4aeT, YTO COOTBETCTBYIOIIUM 00Opa3oM H3Me-
HUJINCHh CBOMCTBA KaXI0TO pecypca. Ternepp Bbl yKe MOKETe YCTAHOBUTH MpaBa
JUTSL KQXKJI0T0 U3 MOJIb30BaTeNel ceT. Jlenars 3To Hy>KHO CIIEAYIOIIMM 00pa3oM:

1) B manke «Mo# KOMIIbIOTEP» BBIOEPUTE MANKY, HOCTYI K KOTOPOU TpeOy-
€TCSl OTPAaHUYHTH;

2) OTKpOHTE OKHO CBOWCTB ATOW MAalKW, MCIOJNb3YysS Uil 3TOTO KOMaHIY
«®Daitmy» (File) nm nmpaByro KHOIKY MBIIIIHA JIJIs1 BBI30BA KOHTEKCTHOTO MEHIO;

3) BeiOepute BKIaAKy «Jloctym» (Sharing) (puc. 5). ObpaTtute BHUMaHHE,
YTO B OKHE MPUBEJCH CIHCOK BCEX IMOJIb30BaTEJIEH U JTOMEHOB CETH, a TaKKe
yKa3aHbI OTIPENICIICHHBIC T HUX TpaBa JI0CTYTIa;

4) eciii CIIUCOK JOMYIIEHHBIX MOJB30BaTENIEeH €Ille MyCT WX Bbl XOTUTE JI0-
0aBUTH HOBBIX I0JI30BATEJICH, TO HAXKMUTE KHOTIKY «Jl00aBuTh» (Add);

5) B okHe «Jlo6aBuTh nosaw3oBarenei» (Add Users), B criucke ciieBa BbIOEpH-
T€ MOJIb30BaTENs, JOMEH WM TPYIIY U3 HECKOJbKHUX MOJIb30BaTelIei, KOTOPhIM
TpeOyeTcs MpeAoCTaBUTh AOCTYI K pecypcaM Balllero KOMITBIOTEPa, MOCTE Yero
HQXMUTE OJHY U3 TPEX KHOIOK, OMPEIEIAIONINX TUI MpaB 1ocTymna (puc. 6).



CeomMcTea: Work (D:)

Administrator Toneko yTeHWE
Vit MonuHei gocTyn
Chief Tonbko YTeHue

Puc. 5. Bknaoxka «/Jocmyny (Sharing) 6 okne ceoiicme.
Yemanoenen pescum docmyna na ypogme nonwzogamenei

NobaeneHWe NonNb3ioBaTenewn

Bee nonksoBaTteni

Puc. 6. Jlobasnenue noswvix nonvzosamernei
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N3 puc. 6 BUIHO, U4TO JJIs1 KaXA0TO IOJIb30BATEIISI MOKHO BBIOpATh Clie-
nytomue npasa goctyna: «Tonbko urenue» (Read Only), «llonnblid moctym»
(Full Access) nmn «Cnenuanbnbiin»y (Custom). Ecniu BBl ycTaHaBivBaeTe mpasa
nocryna «CrenuaibHbliiy, TO BaM MPUACTCS HACTpauBaTh UX B okHe «M3meHe-
Hue npas poctyna» (Change Access Rights).

3. 3apanus k JadopaTopHoii padore

3.1. M3yunts noaxoxasl k coznanuto JIBC u npenocraBieHuio nocryna ye-
pe3 ceTh pa3IuvHbIX HHHOPMAIIMOHHBIX PECYpPCOB.

3.2. Ilo3nakomuthecs ¢ Bo3MoxkHoOcTsIMU Windows 95 B kauecTBe cere-
BOW ONEPAIMOHHON CHCTEMBI.

3.3. Co3narh Ha OJIHOM U3 KOMITBIOTEPOB CETEBOM JOCTYI K AUCKY CO BCEMHU
BapUaHTaMU OTPaHUYECHUN.

3.4. YCTaHOBUTH MOCTOSIHHBIN JIOCTYI K JaHHOMY AMCKY Ha JIpyrOM KOMIIbIO-
Tepe. Y mpoBepuTh OrpaHuyeHust JOCTyIa.

3.5. YCTaHOBUTH JOCTYN K JAHUCKY IS PSZAA TOJIB30BATENEH ¢ pa3IUYHbIMU Ba-
pUaHTaMH IIPaB.

3.6. YOparb AOCTYII K JIUCKY.

3.7. IloBroputh myHKTHI 3.2, 3.3 1 3.4, HO AJI1 BHOBb CO3/IaHHOM TUPEKTOPHUHU.

4. IlopsinoK BHIMOJTHEHUS PA0OTHI

4.1. IIlpoBepuTh TOTOBHOCTh KOMIIBIOTEPOB K MPOBEACHUIO JaHHOU Jabopa-
TOPHOMN PabOTHI.

4.2. Bxmountb 2 nian 0ojiee KOMIBIOTEPA U JI0KAAThCS 3arpy3KH ONEpaLy-
oHHOM cucrembl Windows 95.

4.3. Ha 0fHOM M3 KOMIIBIOTEPOB IO BBIIIECONMMCAHHOW CXEME IPEIOCTaBUTh
B CETEBOE IMOJIb30BAHUE OJIMH M3 JMCKOBBIX HAKOIUTEINEH M0 BBIOOpY (Hampumep,
JIMCKOBOJI, 1711 THOKUX JTUCKOB).

4.4. Ha npyroM KOMIIbIOTEPE MPOU3BECTU MPOBEPOUYHOE UTCHUE U 3AIHUCH C
JAHHBIM CETEBBIM PECYPCOM.

4.5. Tlponenars ananoruyneie maru 4.3 u 4.4 nid pa3IMyHbIX BApUAHTOB
3aIUTHI IaHHBIX (C OrpaHUYEHUEM JIOCTYTIA).

4.6. IloBropute maru 4.3 u 4.4, HO 1A cilydasi YCTAaHOBJICHHUS PEXHUMA
JOCTyIla Ha YPOBHE IOJIb30BATEIIEH.

5. Conep:xaHue oT4eTa

5.1. Lens paboThL.
5.2. Onucanue IelCTBUMA AJI1 NPEeIOCTaBICHUS JOCTyIa K BHIOPAHHOW JIH-
PEKTOpHH.
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5.3. Onncanue AEeMCTBUN MO OCYIIECTBIEHUIO MOCTOSIHHOTO JOCTYIIA K BbI-
OpaHHOH TUPEKTOPHH.

5.4. Onucanue NeWCTBUM MO OCYUIECTBICHHUIO AOCTYIA K PECYpPCy Ha ypOB-
HE I10JIb30BATEIICH.

5.5. Pe3ynbpraThl Mcciaea0BaHus IOCTyIIa K Pecypcy MpH Pa3IMyHbIX Orpa-
HUYEHUSX JIOCTYTIA.

5.6. BriBo1bI O padoTe.

6. BonipocsI 111 caMONIOATOTOBKH

6.1. OnuurensHbie ocodenHoctu oaHopanroBoit JIBC u JIBC c BoigeneH-
HBIM (pailIOBBIM CEpPBEPOM?

6.2. ITogxoapl AJisl BBIJICJICHUSI JUCKOBOT'O IIPOCTPAHCTBA KOMITBIOTEPA B OJ1-
Hopanrosoii JIBC.

6.3. IlocienoBaTenbHOCTh ACUCTBUN ISl MPEIOCTABICHUS] OTPAHUYEHHOTO

JOCTYyIIa K JUCKOBOMY HaKOIIMTENI0 KOMIIBIOTEpa B ogHopaHrosoi JIBC.

6.4. IlocnenoBarenbHOCTh AEUCTBUNA JJISI YCTAHOBJIEHUS MMOCTOSIHHOIO JOC-
Tyna K JUCKOBOMY HaKOIIMTEIO KOMIIbIOTEpPa B OfHOpaHrosoi JIBC?

6.5. B xakux ciydasx BBIT'OJHEE UCIIOJIb30BATh PEKUM JTOCTYIIA HA YPOBHE
peCypcoB, a B KAKUX PEXUM JOCTyIla HAa YPOBHE II0JIb30BATEIICH?

6.6. HemoctaTkm M JOCTOMHCTBA 3aIUTBl HMH(OpMaUUMU B OJHOPAHIO-
Boii JIBC.

JlaboparopHasi padora Ne3

N3YYEHUE CTAHJAPTHBIX CPE/ICTB 3AIIUTHI MHOPOPMALIMA
B CETU NETWARE

1. Heas padoTsbl

[{ens pabOTHI - U3YYUTHh METOJIBI M CPEJICTBA 3aITUTHI HHPOPMAIIUN B Ce-
™ NetWare.

2. O01ue cBeIeHNA

JUtst mosmy4yeHust 10CTyna K CETH 3JI0yMBIIUIEHHUKHA MOTYT MCIOJIb30BaTh
paznauuHble MeToAbl. IIpenoTBpaTuTh AOCTYN TaKMX JMIL K JIOKaJbHOW CETH
MO’KHO C TIOMOIIbIO PETUCTPALIMU 10JIb30BaTENEH U 00ECIIEUeHUs X BBIXO/A U3
ceTu. Bbl MO)eTe yCTaHOBUTH PETUCTPALIMIO MOJIb30BATENS TOJIBKO Ha Onpese-
JIEHHOW pabouell CTaHUMU U B OIpejAesieHHOoe BpeMs. Takke HeoOXoAuMO Ipe-
JNOTBPATUTh PACKPBITHE 3J0YMBIIUICHHUKAMHU NApoJjeil U NEPEKPBITh BCE BO3-
MO’KHbIE 00XO/IHbIE METO/IbI BXOXK/ICHUS B CETh.



~] 4~
2.1. Mexanuzmwi 3auumuol ungopmayuu
2.1.1 Asmopuszayus oocmyna k danuvim 6 cemu. B NetWare peannzoBanbl

TPH YPOBHS 3aIUTHI NaHHBIX (puc. 7). [log ayrenTudukanvend moHUMaeTCs:

* IIPOIECC TMOATBEPKIACHUS MOMITUHHOCTH KIMEHTAa MPU €ro MOAKIOYEHUU K

CeTH;

* [IPOLIECC YCTAHOBJICHUS MOJIMHHOCTU MMAKETOB, NIEPEIaBaCMbIX MEXIY Cep-

BEPOM U paboueil cTaHIuEH.

KnueHT 1 KnuneHt 2

AyTteHTnpukaumns 1 AyTeHTudunkaumna 2

dannosbl cepBep

[Npasa 1 [lpasa 1

ATPUBYTHI

v
Kamaroe unu ¢patn

Puc.7. Yposnu 3awyumer oannvix 6 NetWare

[IpaBa mo otHomeHUIO K (aimy (Karajaory) OmpenesstoT, Kakue ornepa-
[[UU T10JIb30BATEIb MOXET BBIOJIHUTH C (QailioM (KaTajiorom). AJIMHUHUCTPATOP
MOKET JJI KaKJO0T0 KJIMEHTa CEeTH OINpPEACNIUTh IpaBa M0 OTHOIICHHIO K JII000-
My ceTeBOMY (hailiTy WM KaTajory.

ATpuOYTHI ONPEACNAIOT HEKOTOPhIE CUCTEMHbBIE CBOMCTBA (haiiyioB (KaTa-
joroB). OHM MOTYT OBITh Ha3HAYEHBI AIMUHUCTPATOPOM IS JTHOOOT0 CETEBOrO
daiina unu karaiora. Hampumep, 4toObl 3amucaTh JaHHbIE B (aiisl, KJIUEHT
JOJIKEH:

* 3HATh CBOM UJICHTU()HUKATOP U TAPOIh IS MOAKITIOYCHUS K CETH;
* UMETh IIPABO 3aMKCH JAaHHBIX B 3TOT (aili;
* (paitn nomkeH UMeTh aTpulyT, pa3peliarollnii 3aMKUCh IaHHBIX.

Crnemyer OTMETUTh, YTO aTpuOyTHI (aiisa (karamora) UMEIOT OoJee BBICO-

KW IPUOPUTET, YEM TPaBa MOJIb30BaTEIICH 10 OTHOIICHUIO K ATOMY (haiy.
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2.1.2 Aymenmuguxayus noavzosamens npu nooxkuoveHuu Kk cemu. Iloa-

KJIFOUEHHUE K CETH BBIMOJIHIETCS C MOMOIIbI0 YTWIUTHI logfn.exe. OTa nporpam-
Ma TiepenaéT Ha cepBep uIeHTU(UKATOp, BBEIEHHBIN TI0JIb30BaTeneM (puc. §).

Pabovas dannosbIn
cTaHuusa cepBep
yi V4
'd T4
1 aTan

NoeHTudmkatop KnneHTa

PacwmnpoBka OTKpbITOro =
Kfito4a ¢ NoOMOLL b0 Napons 3aUJ|/ICprBaHHbII/I C nomMoLwibo

BBEAEHHOro Nonb3oBaTenem ~—{Napors crnyvarHbIA OTKPbITbIV
Kntou, 3anpet ansa WS

3anpoc (nakeT) Ha
npoaormkeHne paboTbl, Kyaa

BCTaBnseTcs Noanuch MpoBepka Proof-nognucu un
(Proof- npoBepka), <«—| nepegaya NoOATBEPXKAEHMUS
NoslydeHHasa C MOMOLLbIO NpoBEpPKM
OTKPbITOro Kritou4a
2 atan
3anpoc Kk cnyxbe )

ayTeHTuguKaunu [Mocbinka crnyyanHoro Yicna

(Nonce)

B kaxxgbin NCP-naket
BKINOYaeTcHa nognuch naketa
(Proof-nposepka),
nosiydaemasi ¢ MoOMOLL b
OTKPbITOro Kritoya B
pesynbTaTe KOAUPOBaHMS
KOHTPOJSTIbHOW CyMMblI
coaepXnMoro naketa v vucna
Nonce

Puc. 8. Aymenmugpuxayus xnuenma

[To aTomy unentuduxaropy NetWare BBIIOJIHSET MOUCK COOTBETCTBYIO-
1iero o0beKTa MoJIb30BaTellsl B CUCTEMHOM 0a3e JaHHBIX CETEBbIX pecypcoB. Ec-
au B 0a3e JaHHBIX XPAHUTCS 3HaYCHHE Maposist Ui 3TOro KineHra, To NetWare
MOCHIJIAET Ha PabOUYyr0 CTaHIUIO 3alIM(PPOBAHHBIN C MOMOIIBIO AP0 OTKPbI-
THI K04 (cumMMeTpuuHoe ImmdpoBanue). Ha pabouelt cTaHIMu 3TOT KIHOY
pacippoBBIBAETCS. C MOMOIIBIO MapOJid, BBEAEHHOTO IOJb30BATEIEM, U HC-
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NOJIb3YETCsl AJI MOJy4YeHHs TOANKCH 3arpoca (Takera) K cepBepy O NpoaosIKe-
HUM paboTel. CepBep pacmupoBBIBACT 3Ty MOAMKHCH C MOMOIIBIO 3aKPBITOTO
KIo4a (acMMMeTpu4HOe u(pOoBaHUE), IPOBEpseT €€ U MOChUIAaeT MOATBEp-
XKICHHE Ha pabouyto cTaHiuio. B manpHeiimeM kaxasiii NCP-naker cHabxkaer-
Csi MOJINKCHIO, MOJy4YaeMOM B PE3yJbTaTe€ KOAUPOBAHUS OTKPBITOM KIIFOUOM
KOHTPOJIBHOM CYMMBI COJEPKMUMOTIO IMaKeTa U CciydalHoro uyuciaa Nonce. ITo
YHUCIJIO TEHEPUPYETCsS sl Kaxaoro ceanca. IloatoMy noanucu nakeroB He IO-
BTOPSIFOTCS JJI1 Pa3HbIX CEAHCOB, J1aK€ €CIIM I0JIb30BATENb BBIIIOIHIET TE XKE
caMble JEHCTBHS.

2.1.3 Ilpasa nonvzosameneu. B NetWare CylecTByeT Cleayomas nepapxus
NpaB: AAMUHUACTPATOP, MEHEDKEP IPYMIIbI, TPYIIa MOJIb30BaTeNeH, 0JIb30BATEb.

B NetWare v.4.0 3a Bceil ceTpro HaOMI01a€T aAMUHUCTPATOP (IO KpaiiHel
Mepe, HepBoHavanbHO). OH MOXKET CO3aBaTh M10JIb30BATENEH C IIpaBaMHu CyIep-
BU30pA JJI YNPABJICHUS pa3eilaMu KaTajora, OTHOCSUIMMHUCS K KOHKPETHOMY
noJipa3/ieIeHuI0 uinu otaeny ¢upmbsl. CynepBU30p YNpaBIsSeT CEPBEPOM H
[10JIb30BATEJISIMU B MOJPa3ACICHUN. AJMUHUCTPATOP MOXKET TaK¥Ke IPUBJIEKATh
CYNEPBU30POB K YCTAHOBKE JIONOJHUTEIBHBIX CEPBEPOB B CETH.

AOmunucmpamop - 3T0 NOJIb30BATENb, KOTOPBIN PETUCTPUPYETCS C UME-
Hem ADMIN. Ilapons agMuHHCTpaTOpa - 3TO KIKOY KO BCcell cucteme. s Hero
cienyeT o0ecneyuTb 0COO0YI0 CEKpPETHOCTh. AJMUHHUCTPATOP MUMEET MOJHOMO-
Yusl CyNepBH30pa MpHU JOCTYyIEe K KOPHIO JepeBa Karajora, TO €CTh 0OianaeT
HAuBBICIIMM YPOBHEM J0CTyna. AJIMHHHCTPATOP MOXET BBIINOJIHATH 3aJadH,
CBSI3aHHBIC C CO3/laHME, U3MEHEHUEM WIIU yJaneHueM o0obekToB. [lonb3oBaTens,
3aJal0U B aepeBe Karaimora mnepBbii NetWare-cepeep, 3amgaer naposb
ADMIN, umes, TakuM 00pa3oM, Bce aIMUHUCTPATUBHbBIC MTPaBa.

Meneoscepovt cpynn 001aaOT PA3NMYHBIM YPOBHEM JOCTyIA K CETH.
Joctyn K 00BEIMHEHHOM CETH OCYUIECTBIISIETCS MyTEM PEruCTpally B CETH, a
JIOCTYII K pecypcam yNpaBiseTcs MOJTHOMOYHUSMU JIOCTYTIA MOJIb30BATENS K 00b-
€KTaM, KaTajoram u ¢anam.

I'pynnsr nonvzoeameneit npeCTaBIsAOT cO00i HAOOPBHI OOBEKTOB MOJIb-
3oBarenei. OHU 00JeryaroT ymnpaBieHHE CETbI0 M NPUMEHEHHUE 3JIEKTPOHHOMN
noutbl. OrpaHnYeHus], NapoJy, OJHOMOYHS U JAPYTHE XapaKTEPUCTUKA MOTYT
HA3HA4YaThCAd CYNEPBU30pPAMH cpasy Mg Bceil rpyrmibl. ['pymnmnoBbie 0OBEKTHI
UMEIOT UMEHAa U MOTYT BKJIIOYATh B c€0sl MOIb30BaTEIEH U3 pa3IMuHbIX MOJpPA3-
nenennii. Korma oObekT mosib3oBaTens N00OaBiseTcd K TpyNIe, OH IMOJIy4aeT
HOJTHOMOYHMSI 3TOM rpynmnbl. TakuM 00pa3oM, MOXKHO 3apaHee co37aTh I'PYMIIbI
JUISl TI0JIb30BATEEH, IPOEKTOB WM aIMUHUCTPUPOBAHUA, a 3aT€M IPOCTO JI0-
OaBJISITH MPU HEOOXOAUMOCTH IMOJIH30BATENEH B HY>KHBIE I'PYMIIbL.
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Ilonv306amenu MOTyT IOJTYYUTH JOCTYII K CETH, KAK TOJIBKO aIMUHUACTPATOP
WU CYTIEPBU30p CO3AAAYT Ul HUX MOJIb30BATEIbCKUI OOBEKT, KOTOPBII CONEPIKUT
ero uMs U napoiib. Mimena nosp3oBateneil MOryT ObITh JUTMHOM 10 47 CUMBOJIOB,
OJTHAKO PEKOMEHAYETCsl HUCMOJIb30BaTh (popmar, KOMOMHMPYIOIIMN HHULMAIBI U
dbamunmio nons3oBarens. [locne co3ganusi 0ObeKTa MoIb30BaATENS AIMUHUCTPATOP
WM CYTIEPBU30P MPEJOCTABISAIOT €My IpaBa JoCTyna K (ailyioBoil cucreme.

2.1.4. llonmomouus docmyna u 3awuma. I1onmHOMOYMS JOCTyIa U 3alIUTa
UMEIOT JUIsl ONEPAllMOHHOM CHUCTEMBbI JKM3HEHHO BakHOe 3HaudeHue. lIpu mpa-
BWJIBHOM YIIPAaBJICHUU 3AIIMTON MPEAOTBPALICHUE NOTEPU WM MOPYM JAAHHBIX
u3-3a JCHCTBUN HEYMOJIHOMOYEHHBIX IMOJb30BATEIECH U X CEKPETHOCTb OYIyT
oOecrnieuensl. [lepBas "nmuHusg 0O0OpPOHBI" MPOTUB HEYNOJHOMOUYEHHBIX MOJIb30-
BaTeJIEH - 3TO PETUCTpaLUs B CHCTEME C MOMOIIBIO napossi. Kpome Toro, HazHa-
YeHHE MOJTHOMOYUHN JTocTyna K ¢ailiaM MOo3BOJISET OrPaHUYUTh JOCTYH MOJIB30-
Bareseil K ¢ainoBoii cucteme. [loHOMOUMS JOCTYyNA MO3BOJISIOT TAKXKE yIIpaB-
JATHh HUCIOJIb30BAHUEM PA3IMYHBIX pecypcoB ceTH. [lomHomoums noctymna B
NetWare rpynmupyroTcs CJIeTyonuM o0pa3oM:

* IOJITHOMOYHS JOCTyNa K OOBEKTaM YIPaBISIOT JOCTYIOM K OOBEKTaM CHuc-
TEMHBIX PECYPCOB;

* [IOJJHOMOYMS BJIaJICHHS YIIPABISIOT TEM, KTO MOKET IPOCMATPUBATh U U3MeE-
HSTh XapaKTEPUCTUKU OOBEKTOB;

* osIHOMOYMsI SMS ynpaBisitoT JOCTYIIOM K 00BEKTaM B MPUIIOKEHUsAX SMS
(Storage Management System);

* [IOJIHOMOYHMSI JOCTyNa K KaTajoram ONpEIeNsitoT, KTO MOXKET o0paiarbest K
KaTtajioraM Ha ToMax (Auckax) u ¢aiijiam B HUX;

* [IpaBa JIOCTyMNa K (aiinam 00ecrneurnBatoT KOHTPOJIb AOCTyNa K (haiiyilaM B Ka-
Tajgorax Ha mogaiaoBoil OCHOBE.

2.1.5. Ilpasa u c¢unempol. OunbTp HaciemyeMbix moaHomounii IRF
(Inherited Rights Filter) onpenensier, kakue MOJHOMOYHS MOJb30BATENIA MOTYT
HACJIEIOBAaTh M3 MOPOKIAOIIUX KaTaJllorOB U 00bEKTOB-KOHTEITHEPOB. Bbl Mo-
)ere ucnonb3oBath IRF 171 OTMEHBI HEKOTOPBIX WIIM BCEX NMOJHOMOYMUH IOJb-
30BaTessl, HACIEAyEeMbIX M3 IMOPOXKIAIOUIEro (POIUTEIBCKOr0) KaTajora WM
oOBeKTa.

[IpaBa u GuaALTPHI (MACKK) HACIEAYEMBIX MPAaB HA3HAYAIOTCS aJMUHUCT-
patopoM ceTu ¢ nomouipro yTuiauT NetWare. Ho Ha3HaueHue mpaB 1u1st Kaxkq0ro
M0JIb30BATEJIS 110 OTHOLIEHUIO KO BCeM TpeOyembIM (pailiaM u KarajgoraMm - 3TO
yroMmuTelbHas 3amada. B NetWare npemmaraercss MexaHu3M HacJIeIOBaHUSA
IpaB:
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e Onexyn (Trustees) - 9T0 monb3oBaTeNb (MM TPyIIa MOJIb30BATENEH, WU
JIpYroil 00BEKT), KOTOPOMY aJAMUHHUCTPATOP C MOMOIIBIO YTUIIUTHI (HApUuMep,
FILER) siBHO Ha3HauaeT mpaBa MO OTHOIICHUIO K KaKoMy-Jr0o0 Gaiiny nuim Ka-
Tajory. Takue mpaBa Ha3bIBAIOTCS OMEKYHCKUMH Ha3HAYCHUSIMU.

» Qunomp Hacnedyemvix npas (IRF - Inherited Rights Filter) - ato cBolicTBO
daitna (xatanmora), ompezensonee, Kakue rnpaBa JaHHBINA ¢aiin (KaTauor) mMo-
KET yHacleA0BaTh OT POAMTEIHCKOTO KaTanora. OunbTp Ha3HAYAETCSA aJAMHHU-
CTPAaTOPOM C MOMOILBIO YTUIIUTHI (Harpumep, filer).

» Hacnedyemvie npasa - npaBa, iepeiaBaeMbie (pacrpocTpaHseMbie) OT POJIU-
TEJIBCKOT0 KaTaJora.

* Dppexmuenvie npasa - MpaBa, KOTOPHIMU TMOJI30BATENb peajbHO 00JIa1aeT
110 OTHOIICHUIO K (haiily Wi KaTajory.

2.1.6 Ampubymwi ¢hatinos u kamanozos. Huxe npuBoasTcs 0003HAYCHUE
U KpaTKoe OMKCaHue BUAOB JIOCTyMa K (aiiaam 1 KaTajioram.
Tabnuya 1
Criucox BO3MOKHBIX IIPaB M0 OTHOIICHHUIO K KaTaJory Wi (ailry

[IpaBo | O603- Omnwucanue
Ha4yeHHE

Supervisor| S [IpenocraBnser Bce MpaBa MO OTHOIICHHWIO K Karajory Wik ¢ainy,
BKJIFOYasi BO3MOXHOCTb HAa3HAYCHHUA 3TOT'O IpaBa APYTMM IOJIL30BATC-
nsM. He Gnokupyercs ¢unbTpoM Hacnemyembix npaB IRF. DT1o mpaso
HE MOXKET 6]:ITI: YAAJICHO HUKC 110 ACPCBY KAaTAJIOI'OB.

Read R Urenne cymecTByromiero (Qaiia (mpocMOTp COIEPKUMOTO TEKCTOBOTO
daiina, mpocMoTp 3anucH B aiie 6a3bl JaHHBIX U T.1.)

Write w 3anuck B cymniecTBytonmi (daiin (qodaBieHne, yaaleHue 4acTel TeKCTa,
pEeAAKTHPOBAHUE 3aIMCEH 0a3bl TAHHBIX)

Create C Co3anne B KaTajaore HOBBIX (pailyioB (M 3alUCh B HUX) M TIOJIKATAJIOTOB.

Ha ypoBHe ¢aiinoB mo3BosisieT BoccTaHaBIMBaTh (hailin, eciu oH ObLI
OImMOOYHO yIaJieH

Erase E VY naneHue cyniecTByomux (GaisioB 1 KaTajJoroB
Modify M H3meHeHne uMeH u aTpuOyToB ((hailJIoB M KaTajoroB), HO HE COACPKH-
MOT0 (ailyioB
File F [TpocMmoTp B katanore uMmeH (aiioB u mojakaraiaoros. [1o oTHoIEHUIO K
Scan ¢aily - BO3MOXHOCTb BMJIETh CTPYKTYpYy KaTaJoroB OT KOPHEBOI'O
YpOBHS 70 3TOro (haiiia (myTh J0CTyNa)
Access A B03MOXHOCTh MpenoCcTaBIsSITh APYTUM MOJIb30BATENISAM BCE MpaBa, Kpo-
Control me Supervisor. Bo03MOXHOCTb H3MEHATH (UIBTP HACIETyEeMbIX
npaB [RF.

2.2. Paboma ¢ NetWare

2.2.1 Ilooknrouenue nonvzosamenetl k cucmeme. Boiiutre B ceTh Kak Cy-
MEPBU30p M 3allyCTUTE MPOrpaMMmy syscon.exe. B mosiBUBIIEMCS MEHIO, IOKa-
3aHHOM Ha puc. 9, Beibepure ctpoky «User Information». Bel yBuguTe crimcox
MMEIOIIMXCS TOJb30Bareneil, cocrodmmii u3 aByx crpok - GUEST wu
SUPERVISOR.
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Avai | abl e Topics

A 0

nange rren erver
Fil e Server |Information
G oup I nformation
Supervi sor Option

Puc.9. I'nasnoe mento npoepammol syscon.exe

Haxxmure xiasuiny <Insert> u BBeauTe MMsi HOBOTO moJib3oBarens. 1lo-
CJie BBOJIa UMEHH TOSIBUTCS OKHO, B KOTOPOM BaM OyJAeT MPEasIOkKEHO CO3/aTh
JUISL 3TOTO MOJIb30BATENSl MHAWBUAYAIbHBIA KATaJIOT Ha JAUCKE SYS C MMEHEM,
COBMAIAIOIINM C MMEHEM IMojb30oBatess. Ecnu BbI HE coOupaerech CO37aBaTh
TaKOM KaTajor, HaxxMuTe Kiasumly <Esc>. JInsg co3maHus Kartajaora HaXMHUTE
kiasuiry <Enter>. B mo6om ciydae B ciucke «User Names» MOSIBUTCSI HOBBIM
noJsib3oBarelb (puc. 10.).

User Nanes
ROL OV
SUPERVI SOR

Puc. 10. Om06pa9fceHue UMeHU Ho8020 noavzosameis 6 cnucke « User Namesy

Bribepure ero m Haxmure kiasuily <Enter>. [losBurcst oknHo «User
Information», HanomuHnaromniee okHo «Group Information». C momomibio 3TOro0
OKHA Bbl MOYKET€ YCTAaHOBUTH ISl CO3JJaHHOIO MOJIb30BaTENsl Pa3IMUHbIE aTpU-
OyThl, paBa U orpanuyeHusi. [leranu Bbl y3Haere mosxe. [Ipexae Bcero, cos-
JaiTe ellle OAHOro MOJIb30BaTeNs U HAACNIUTE €ro paBaMu cynepBu3opa (Ha TOT
cilydail, eciau Bbl 3a0yeTe napoiib CynepBu3opa). s 3Toro BeIOEpUTE CTPOKY
«Security Equivalence». B mosBuBImIEeMCs COHCKE HET TOJb30BaTENIs
SUPERVISOR. Bwmecro »3toro Ttam HaxoauTcsi «OecrnpaBHas» TpyIia
«EVERYONE». Huuero crtpamHoro, npocro Haxxmute kiapuiy <Insert>. U3
MOJIHOTO CIMCKA MO0JIb30BaTeNIeld U IrPYII, NOSIBUBIIErOCsS BCIE 3a 3TUM Ha JK-
pane (puc. 11), BeiOepute nonb3oBarenss SUPERVISOR u Haxxmute kinaBuiiry
<Enter>.

O her Users and G oups
DEVEL OPERS G oup)
FROLOV User
GUEST User
SUPERVI SO I D)

Puc. 11. Ioauwit cnucox umerowuxcs epynn u noiv3osameleu
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Tenepp SUPERVISOR mnosiButcs B cincke «Security Equivalence». Bol-
Oepute ero u Haxxmute Kiauiny <Esc>. Bbl co3nanu nosiabs3oBaress ¢ npaBaMu
cynepBuzopa. O0s13aTeNIbHO 3ajaiiTe mapojb A HEro W JUIsl MOJIb30BaTeNs C
umeneM SUPERVISOR. [lns atoro BeiOepute ctpoky «Change Password» u
BBEJIUTE MMApOJIb JIBa pa3a. 3anuIlInTe Napojib U XpaHUTE TJe-HuOy b B 6e3omac-
HOM MECTe, TaK KakK, €CJIM Bbl 3a0yJieTe MapoJiy AJisl BCEX MOJIb30BaTelNel ¢ mpa-
BaMU CYNEPBHU30pa, BaM CKOpEE BCEro MPHUAETCS 3aHOBO IEPEYCTaHaBIIUBAThH
Novell NetWare. JIis Kakaoro I0Jab30BaTellss Bbl MOXKETE 3allicaTh ITOJHOE
uMs, eciiu Beioepere cTpoky «Full Name» u3 mento «User Informationy.

C nomotpto ctpoku «Groups Belonged To» Bbl MOkeTe 3a7aTh rpyniny, K
KOTOPOY NMPUHAJICKUT JaHHBIN I10JIb30BATEb.

BribpaB ctpoky «Managed Users And Groups», BbI CMOXETe yKa3aTb,
KAKMMH T0JIb30BaTEISIMU U TPYIIAMU YNPABISIET HAHHBIN MOJb30BaTENb. A C
MOMOIIBIO CTPOKH «Managers» Bbl MOXETE y3HATh, KTO MOXKET yNpaBJATh Ca-
MHUM MOJIb30BaTesieM. MOKHO TakKe CMEHUTh CBOETO «MeHexkepa». Pazymeer-
Cs1, I71S1 BBITIOJTHEHMSI BCEX MEPEUMCIICHHBIX NEHCTBUI Y Bac JOJKHBI OBITH COOT-
BETCTBYIOIIIME TIpaBa - JIMOO BBI JOJKHBI OBITH CYNEPBU30POM, JIUOO JOJIKHBI
YIPABJIATH JaHHBIM 10JIb30BATEJIEM WJIM IPYIIIOi, B KOTOPYIO OH BXOJUT.

YyTHuTe, 4TO «Ha3HAYUTH» PYKOBOJUTENS TPYIIIBI MOKET TOJIBKO CyIep-
BU30p. g 3TOrO, 3aMyCTUB MPOrpaMMmy Syscon.exe, He0OXOJIUMO BhIOpaTh U3
meHio «Available Topics» ctpoky «Supervisor Optionsy. IlosBuBIIEecs MEHIO
(puc.12) oTkpbIBaeT AJIs CYNEPBU30pPa MHOIO MOJE3HBIX BO3MOXKHOCTEI.

Supervi sor Options

Def ault Account Bal ance/ Restrictions

Default Time Restrictions

Edit System AUTOEXEC Fil e

File Server Consol e Operations
| nt ruder Detection/Lockout
System Logi n Scri pt

View File Server Error Log

Wor kgr oup Manager s

Puc. 12. Menio «Supervisor Optionsy

B wactHOoCcTH, BBIOpaB cTpoky «Workgroup Managersy, cymnepBu3op Mo-
K€T Ha3HAYUTh PYKOBOJAMTENS TPYIIIbl. PyKOBOAUTENH TPYIIBI MOXKET CaMO-
CTOSITENIbHO MOJIKIII0YaTh K (hailji-cepBepy HOBBIX IMOJIb30BATENEH U ONPEIENsTh
ux mnpasa. [Ipuyem pykoBoAUTENEM TPYIIIBI MOXKET ObITh HE TOJBKO IMOJIb30Ba-
T€JIb, HO U IPYIIA NOJIb30BATEIEH.
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2.2.2. Onpedenenue npas noavzosamenei. {1 Toro, 4ro0bl MOJIbH30BaA-
T€JIb MOT YHPaBJIATh pabOTON cepBepa (MMeN JOCTYI K COOTBETCTBYIOLIUM KO-
MaH/aM), OH JIOJDKEH MMETh IpaBa omneparopa KoHcoiu. CynepBuzop obnanaer
TaKMUMH MPAaBaMHU U MOKET MPEIOCTaBUTh X APYTUM IMOIb30BaTesiMm. J[is ato-
ro emy Hajzio BeIOpaTh cTpoky «File Server Console Operatory.

Bribepute u3z mento «Supervisor Options» ctpoky «Default Account
Balance/Restrictions». Ha skpaHe mNOSBUTCS OJHOMMEHHAasi TUAIOTOBas Iia-
Henb (puc. 13).

Default Account Bal ance/ Restrictions
Account has expiration date: ------- No
Date account expire: ------------
Limt Concurrent Connections: ------ No

Maxi nrum Connecti ons: ------------ 0
Create Hone Directory for User: ---- Yes
Require Password: ------------------ No

M ni mum Password Length: -------- 0
Force Periodic Password Changes: --- No

Days Between Forced Changes: ---- 0

Limt Gace Logins: ------------- 0

Grace Logins Allowed: -------- 0

Requi re Uni que Passwords: ---------- No
Account Balance: ------------------- 0
Allow Unlimted Credit; ------------ No
Low Balance Limit: -------------- 0

Puc 13. Jluanoecosasn nanenv cmpoxu «Default Account Balance/Restrictions»

[Tpu momomu 3To¥ MaHenu BbI MOXKETE MOBJIMITH Ha MPOLEAYpPY CO37a-
HUSl HOBBIX IOJIb30BaTEJICH, a Tak)Ke 3a/laTh OrpaHUYEHUs, HAa3HAuYaeMble IS
BHOBb CO3/]aBa€MbIX IOJIb30BATENEH MO yMoiuaHuioo. Hampumep, ycTaHOBUB B
noiie «Create Home Directory for User» 3Hauenune «No», Bbl OTMEHUTE BbIJIayy
3aIpoca Ha CO3[JaHUE MEPCOHATBLHOTO KaTauora MoJb30BaTels.

Ecnu npenbsaBisioTcs MOBBILIEHHBIE TPEOOBAaHUS K 3alIUTE OT HECAHK-
[IMOHUPOBAHHOTO JIOCTYNa K pecypcam (ailsi-cepBepa, YKKHUTE 3HAUCHHE
«Yes» B none «Require Password». B aToMm ciayuae ais Kaxaoro BHOBb CO3/a-
BaEMOTr0 MOJIb30BaTeNsl OyZeT HeOOX0IMMO YKa3bIBATh MAPOIb.

MOXHO TakXe yKa3aTb MUHUMAJBHYIO JJIMHY napods (mone «Minimum
Password lengthy»), morpeboBaTh neprogudeckyto cMeny mnapods (mose «Force
Periodic Password Changesy), npudeM mnepuoji BpeMeHH (B JHSIX), B TCUCHHE
KOTOpOro JEHCTBYeT mapoib, 3amaercs B mnoiie «Days Between Forced
Changes».

Ectb u apyras BO3MOXXHOCTb OTrpaHHuYeHHUsl JocTyna. BeiOpaB B MeHO
«Supervisor Options» ctpoky «Default Time Restrictions», BbI cMOXeTe 3a1aTh
JOITYCTUMOE BpeMsl TTOJKIIOYEHHS K CETH B BHJIE TpaduKa Ha KaxIblid JIeHb He-
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nenu. Co3gaHHbld rpaguk Oyner NeHCTBOBAThH MO YMOJIYAHMIO JJIS BCEX BHOBb
CO3/1aBaeMbIX MOJb30Bateneil. Pazymeercs, Takoil rpaduk BBl MOXKETE CO3/1aTh U
JUIS OTZICTIBHBIX TI0JIb30BaTeNIe, a TakyKe I TPYII Ioyib3oBareieid. BeiOpaB B
MeHro «Supervisor Options» ctpoky «Intruder Detection/Lockouty, cuctemMHbIit
aJIMUHHUCTPATOP MOKET 3a/1aTh TaKOW peXuM padoThl (haila-cepBepa, Mpu KOTO-
POM (PUKCHUPYIOTCS BCE MOMNBITKY M0A00pa MapoJiel Moib30BaTeNeH.

[lo ymonyaHuio mpu BKIIOYCHHOM peXHME (UKCALUU TOIH30BATEIIO
paszpelaeTcsi BBOJUTh HENPaBUIIbHBINA MapoJib HE Oosiee 7 pa3 B TEUEHUE MOTY-
yaca. Eciaum ke 3TOT nuMUT OyJeT NpeBbIleH, BO3MOKHOCTh MOAKIIOYEHUS K
CEeTH ISl JAaHHOTO MOoJb30BaTeNs Ojaokupyercs Ha 15 munyT. Bbl MoXxeTe n3me-
HUTh YKa3aHHbIC 3HAYEHHUS B COOTBETCTBUHU C BalIUMU TPEOOBAHUSAMH.

Eme onHa mHTEpecHass BO3MOXKHOCTb, JOCTYyIIHAs CUCTEMHOMY aJMUHU-
CTpaTopy, - MPOCMOTP KypHaia OIIMOOK, KOTOPBIM BeleTCs Ha KaKIoM (aii-
cepBepe. s mpocmoTtpa KypHajia OHIMOOK BBIOEpUTE M3 MEHIO «Supervisor
Options» ctpoky «View File Server Error Log». Ha skpane nosiButcst cojuep-
KUMOE KypHana. B 3ToT >XypHan 3amuchiBaloTCS BCe OMIMOKH, BO3HUKAIOIINE
npu pabore omeparmonHon cucreMbl Novell NetWare, a Takke cBsSI3aHHBIE C
HEIPaBWIbHBIMU JIEUCTBUSMH IOJIb30BaTENEH (B TOM YHCIIE C IPEIHAMEPEHHBI-
MU TONBITKAMH IOJYYEHHUS JOCTyIAa K 3allMIIEHHBIM CHCTEMHBIM pECypcam,
noadopa napoJieu u T. 1.).

2.2.3. Cozoanue epynn noavzosameret. Ilociie TOro kak Bbl MOAKIIOUNIN
HOJIb30BaTENEH, MOXKHO OOBEAMHUTH UX B rpynmsl. [lo ymMonuaHuio Bce BHOBb
MOJKJIF0YaeMbI€ 1MOJib30BaTenu npunuckiBatoTcsa K rpymnmne «kEVERYONE». Kak
MBI YK€ TOBOPWJIM, 3Ta IPYIIA CO3JA€TCS aBTOMATHUYECKU Cpasy IOCJIE ycTa-
HOBKHU onepanuoHHoi cuctembl Novell NetWare. s co3gaHusi HOBBIX Tpym
BOMINTE B CeTh Kak cynepsusop. M3 karamora SYS:PUBLIC 3amycture npo-
rpammy syscon.exe. C IMOMOIIBIO 3TOM MPOrpaMMbl Bbl OyneTe BBIIOJIHATH
PAKTUYECKU BCIO pabOTy MO YIPABJICHUIO MOJB30BATENIIMA U MTpaBaMu JOCTY-
mna.

N3 mento «Available Topics» Beioeputre ctpoky «Group Information». B
nosiBuBIeMcsa okHe «Group Names» Bbl YBUAMTE CHMCOK MMEH HMEKOLIUXCS
TPYIIIL.

Bobl MoxkeTe 00pa3oBaTh HOBYIO TPYMIY IOJIb30BATENICH, €CIM HaKMETe
knaBuiy <Insert> u BBemere MMs HOBOUM Tpynmbl. Ecnu Bbl ommbIuch, ums
IPYIIbl MOKHO U3MEHHTb, €CIM €€ BBICBETUTh M HaxaTh kiaBuiry <F3>. Bel
CMOXKETE OTPEJaKTUPOBaTh UMs Tpymnbl. [ ynaleHus rpynmnsl €€ HaJao BbI-
CBETUTh U HaxaThb KiaBuiny <Delete>.

Jns rpynmbel MOXKHO 3aJaTh pa3iudHble XapakrepucTuku. Co3nairte
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TpynIy C JI0OBIM UMEHEM, BhIOepeTe ee U HakMuTe KiaBuiry <Enter> . Ha ak-
paHe nosButcs MeHto «Group Informationy.

C momo1p0 3TOr0 MEHIO MOKHO 3aJ1aTh IOJIHOE MMs TPYIIIbI, ONpee-
JIUTh CIIMCKU M0JIb30BATENIEH, KOTOPBIE YIIPABISIIOTCS JAHHOW IPYIIION WM Ca-
MU YHOPAaBIAIOT €, U3MEHUTh COCTAB TPYMIIbl, OMPEIEIUTh MpaBa IPYMIbl IO
JoCTyIy K (haiiiaM U KatajgoraM, pacriojoKeHHbIM Ha AUCKax (aii-cepsepa.

Jlis u3MEeHeHHs] TOJHOTO MMEHHM TpyMIbl BbiOepuTe B MeHIO «Group
Information» mone «Full Name» u BBenmutre umsi. B moiHOM MMEHHM TpPYIIIBI
MO>XHO OTPa3HTh BBINOJHIEMbIE 3TOM rpynnoi GyHKUUU, HAIPUMED: «AIMU-
HucTparopsl Jadopatopuu A/25-007». BeibpaB B mento «Group Information»
ctpouky «Managed Users And Groups», Bbl CMOXKeTe J00aBUTh B TPyNIy WIH
yAaJUTh U3 Hee MOJYMHEHHBIX MOJb30BaTeNIe WK MOJYMHEeHHbIe Tpynmbl. [lo-
OaByieHHE BBITIONHETCS KiaBuied <Insert>, ynanenue - kinasumieit <Delete>.

st Toro, 4ToOBl ONMPENEIUTh MOJIb30BaTENCH, YIPABISIOMUX TPYIIIOH,
BbIOEpUTE CTPpOKY «Managers». C moMomibio KiaBuiM <Insert> Bbl MOXKETE J10-
0aBUTH B TMOSBHBIIHMICS CIIMCOK OTAEIBHBIX IMOJIB30BATENCH WM rpymmbl. [o-
OaBJICHHBIE TIOJIL30BATENIM W TPYMIIBI MMOJIH30BATENCH MOTyUYaT MpaBa 1Mo ymnpas-
JICHUIO TPYMIOW, B YaCTHOCTHU, OHU CMOTYT BKJIFOYATh B TPYMITYy HOBBIX IOJB30-
BaTeseil U ONpeAeNaTh UX IpaBa.

Bri6paB ctpoky «Member List», Bbl yBUAMTE CIHMCOK IOJIb30BaTENEH,
BXOJSIIIMX B Tpymiry. Bel cMoskeTe 100aBiIsTh B 3TOT CHHCOK MOJIb30BaTENCH U3
yucnaa umeronmxcsa. C nomompto kiaBuimu <Delete> MOXHO yJaluTh MOJIB30-
BaTess U3 IPYIIIIbI.

Bri6pas ctpoky «Other Information», Bbl cMOXkeTe ONpeAenTb, 00JagaeT
JM JaHHas rpyla MpaBaMH orepaTopa KOHCONMU (aili-cepBepa, a TakKe CMO-
&KeTe y3HaTh uaeHTuukarop rpynmnsl «Group Toy.

Ouenn BaxHbl cTpoku «Trustee Directory Assignments» u «Trustee File
Assignmentsy, BbIOMpast 3TH cTpoku 3 MeHio «Group Informationy, Bel cMoxke-
T€ ONpPEENIUTh IIpaBa TPYMIbI MOJIb30BaTENICH O JAOCTYIy K Karajmoram u (hai-
nam (aitin-ceppepa.

2.2.4 Onpeodenenue npas oocmyna k ouckam @aiin-cepsepa. Ilocne Toro
KaK BBl CO3/IaJIi TPYIIIIBI MTOJIH30BATENICH U MOAKIIOUMIN CaMUX TOJIb30BaTENEH,
BaM CJIeJIyeT ONpEeIeTUTh MpaBa A0CTyNa K KarajoraMm u Qainam ¢aiin-cepepa
Novell NetWare.

3amyctute nporpammy syscon.exe. CHauyana onpefenuTe mnpasa J0CTyna
JUIS. TPYIN Toyib3oBarenieid. s 3Toro BeIOEpUTE M3 MEHIO CTpOKy «Group
Informationy, BeiOepuTe Hy)HY10 rpynny u Haxxmute <Enter>. [lanee u3 MeHio
«Group Information» BeiOepute cTpoky «Trustee Directory Assignments». Ha
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DKpaHE MOSIBUTCSI CITMCOK, B JIEBOM YaCTHU KOTOPOTO HAXOJSTCS MyTH K KaTalo-
ram, B IIpaBoil - 0003HAYEH Pa3pELICHHBIN BUJ JOCTYIIa K COOTBETCTBYIOLEMY
Katajnory. [[ns BHOBb CO3JaHHOM TpyINIbl COMCOK IycT. Haxmure knaBumry
<Insert>. [losiBuTCs okHO, o3arnaBieHHoe «Directory In Which Trustee Should
Be Added». Bol cmoskeTe yka3aTh B 3TOM OKHE MyTh K KaTaJlOTy, JIJIsi KOTOPOTO
HEO0OXOJIMMO OIpeNeIuTh N0CTyI, Hanpumep: sys:\users\frolov\alexandr\letters.
Ecnu BBl BMECTO TOro, UTOOBI BBOJIUTh MYTh K KAaTAJIOTy, HAXKMETE €Il pa3 Kia-
Buity <Insert>, MOSBUTCS CHUCOK JOCTYIHBIX BaM (paiilsi-cepBepoB.

Bribepute daitn-cepep u Haxkmute <Enter>. IlosBUTCS CIIHCOK TOMOB,
PacIOIOKEHHBIX Ha 3TOM cepBepe. BriOepuTe HyKHBINH TOM U U3 MOSBUBIIETOCS
cnucka katainoroB (puc. 14) BeiOepuTe HYKHBIM BaM KaTajor. 3aTeM Ha)XKMHTE
kiasum <Esc> u <Enter>. B cnucke "Trustee Directory Assignments" mos-
BUTCS CTpoKa (puc. 15).

SYSCON 3. 75 Thusday 31 May 1976 21:35
User FROLOV On File Server NETLAB

Directory On Which Trustee Shoul d Be Added
NETLAB/ SYS: ETC
| | EVERYONE

Net Work Dirs

n| |SYS: MAI L/ S080091 |[ SRWWVFA]

<o —

—

SAMPLES

Puc. 14. Cnucox Kamaimnocos, pacnojylOJNCEeEHHbIX HA 6bl6paHHOM cemeeom mome

Trustee Directory Assignnents

\V4

SYS: MAl L/ 2000001

Puc.15. Hosvie npasa oocmyna, dobasnennvie ona kamanoea SYS:ETC

CneBa OyJzeT myTh K KaTaJlory, CpaBa - CTpoka cieayromiero suaa: [R F].
bykBamu «R» u «F» ob6o3nauaercs BUA JOCTyma, pa3pelieHHbIN Tpymme Jyis
naHHoro katanora: yreHue ¢aitsioB (Read); mouck daitnoB B karamore (File
Scan); 3amucek dainoB (Write). HaxxaB kmaumy <Delete>, M0oxHO yIamuTh
CTpOKy u3 cmucka. [Ipu 3ToM mpaBa Ha JOCTYI K KaTajory OyayT JTUKBUAUPO-
Banbl. Haxxmute kiaBumy <Insert>. TlosBuTCS MEHIO, B KOTOpOM OyAyT mpen-
CTaBJICHBI BHJIBI JIOCTYMA K BBIOPAHHOMY KaTajory, HE MPEIOCTaBICHHBIC IS
naHHOM rpymnisl (puc. 16).
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Trustee Rights Not G anted

A 0
eat e
Er ase
I\S/bdl fy
uper vi sor
Wite o7

Puc. 16. Buowsi 0ocmyna, komopule MOIHCHO 000aA8UMD

Jlnst onpenenenus mpaB JOCTyNA K OTAEIbHBIM (aiijiaMm BEIOEpUTE CTPOKY
«Trustee File Assignments». [locie 3Toro BeiOepuTe cepBep U KaTajaor, Coaep-
KaIIMM HYKHBIM (pailyl, aHaJJOTMYHO TOMY, KaK 3TO Bbl J€NaJid MpU OIpeaese-
HUUW TIpaB JOCTyIa K KaTtajory. 3areMm B mosiBuBmieMcst okHe «Enter a file for
editing trustees, or press <Insert> for a list of files» BBeauTe ums daiina wiu
(duro myudie) HaxxMuTe Kiapuiny <Insert> ns Beioopa aitna u3 cnucka. Beioop
NoATBEpAUTE HaxaTueM kiaBuiu <Enter>. Yurturte, 4To, €Clii COAECPKUMOE
daiina Ha cepBepe U3MEHUTCS, BaM MPHUICTCS 3aHOBO MPEIOCTABIATH K HEMY
JIOCTYIl CO CTOpPOHBI IIOJb30BaTeNie. Bam cienyer 3amaTe Ui Kartajiora
SYS:PUBLIC npaBa Ha mpocMOTp COAEPKUMOTO W uTeHHE (T. €. IpaBa, 3aja-
BaeMbI€ 10 YMOJYaHUI0). DTO HY>KHO JIJIsl TOTO, YTOOBI MOJIB30BATEIN MOIJIU 3a-
IyCKaTh ceTeBble yTUIUTHI U3 Katajora SYS:PUBLIC.

HNHoraa monb30BaTelisiM HE HYKHbI CeTeBble yTWINTHL. Hampumep, oHu
MOTYT MIPOCTO paboOTaTh ¢ €AMHCTBEHHBIM TOMOM SY'S. Ecnu 3T0 Tak, Bbl MOXe-
T€ COBCEM HE MPEJOCTABIIATh HEKOTOPBIM IMOJb30BATEISAM JOCTYI K KaTajory
SYS:PUBLIC.

Hekortopsle mo4ToBbIEe Mporpammel TpeOyIOT, YTOOBI BCE IMOJIB30BATENH
umenn goctyn K katanory SYS:MAIL Ha co3nanue B Hem (paitnioB u 3amuch (C
u W). Jloctyn K 3TOMy KaTajory J0KeH ObITh OpraHU30BaH MO MPUHIUITY M0Y-
TOBOTO SIIIIMKA - B HErO MOKHO IOJOXKUTh MUCHbMO, HO HEJb3s B3ATh WJIM IO-
CMOTPETH COACPKUMOE SIIIHKA.

OObIuHBIE TOJB30BATENN W AAMUHUCTPATOPHI TPYIIN HE JOJKHBI UMETh
HuKakoro gocrtymna K katajgory SYS:SYSTEM. Tam HaxoasTCs MOy 1M CETEBOM
OTEPALMOHHOMN CUCTEMbI U YTHIIUTHI CYTIEPBU30PA.

He crnenyer npeaocTaBisTh MOJIb30BATENSIM JOCTYIT K KOPHEBBIM KaTallo-
ram ToMoB cepBepa. [IpenocraBisiiite Moib30BaTENSAM JTOCTYI K KaKOMY KaTa-
JIOTY B OTZAEJIBHOCTH. B 3TOM cilydae co3naBaeMble CyIIEpBU30POM HOBBIE KaTa-
Joru He OyyT noctyrnHbl Hukomy. Co3aB Kartajior, CynepBu3op (WiM aJMuHU-
CTpaToOp TpyNIbl, €CIM OH MOXET CO3/1aBaTh KaTajOru) MOKET MPEAOCTaBUTh
OTJIETIbHBIM IPYIIIIaM WM MOJIb30BATENSIM JOCTYI K Hemy. [Ipu 3TomM oH MOXeT
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OBITh YBEPEH B TOM, YTO JAPYTHE TPYMIbl WIH NOJb30BATEId HE UMEIOT HUKAKO-
ro I0CTyIla K BHOBb CO3/JaHHOMY KaTajory

3. 3aganus K 1adboparopHoii padore

JIist peasioKeHHOW CUTYalMM ONpeNeanTh rpymmy(bl) MOJb30BaTeNeH,
MeHeKepa(oB) U YCTAHOBUThH UM ITpaBa AJig padOThI B CUCTEME.

3.1 Cemb ynusepcumema

CymiecTByIOT JiBa npemnojaanarelis. Y Kaxoro mpernojaBareis ecTb rpym-
na ctyJaeHTOB. CTyJeHThI BBINOJIHSAIOT KOHTPOJIbHOE TECTUPOBAHUE, T.€. MOTYT
TOJIKO MPOYUTATh TEKCThI BOmpocoB. IlpenogaBarens onpeaessieT cocTaB BO-
IIPOCOB U pa3peliaeT JOMyCK CTyIeHTa K (aiiy.

3.2 Cemb cxnaoos

B meHTpaibHOM ONTOBOM CKJIAJE CYNISCTBYIOT JIBAa YIIPABJISIONINX, KaX-
JIOMY H3 KOTOPBIX MOMUYUHSIOTCS MO ABa OTAena. PabOTHWUKHM OTIAEIOB MOTYT
IpocMaTpuBaTh 0a3y JaHHBIX TOBAPOB M 3aHOCHUTH CBEJCHUs B 0a3y JdaHHBIX
KJIMEHTOB. YTPAaBIISAIONIMA ONpeaesseT I KakKI0ro oT/aesa, ¢ KakKuMH 0a3aMu
JAHHBIX MOJKET paboTaTh OTJEI, U caM padoTaeT Co BCeMH Oa3aMM JaHHBIX 0e3
OTpaHUYCHHMS JIOCTYTIA.

3.3 Cemb mypucmuuecko2o azeHmcmed

TypareHTCTBO MMEET KaTajor TypOB, C KOTOPbIM MOTYT 3HAKOMUTHCS KIJIH-
eHThl. KoHCYNbTaHThI 0DOPMIISIIOT 3aBKM KJIMEHTOB Ha y4acTHE B Type, MOJHM-
bunupys ¢aiin 3asBok. Karaioru coctapiseT MEHEKEp areHTCTBa, OH e KOH-
TpOJIUPYET pabOTy KOHCYJIBTAHTOB (MPEIOCTABIISIET MpaBa JIOCTyINa KOHCYJb-
tantaM). U cymectByer Oyxrantepusi, KOTOpas MOXKET yAalATh 3asiBKy U3 ¢aii-
Jla 0 UCTEYEHUH OIPEACIICHHOIO0 BPEMEHHU, OPEICISIEMOT0 MEHEHKEPOM.

4. Ilopsii0K BHINIOJIHEHUS PA0OTHI

4.1. [lonyunth BapuaHT y IpenoaaBaTessl.

4.2. N3yunTh BapuaHThI 33/IaHUI U BBIIOJIHUTh aHAJIU3 3aJaHUs.
4.3. Co3naTp NOJIB30BATEIIEH.

4.4. Onpenenuth UX Ipasa.

4.5. O0beIMHUTD MOJIH30BATENEH B TPYIIIHL.

4.6. Co3naTh M0JIb30BATEIIEH, SIBISIOIIMXCS MEHEKEPAMU TPYIIIL.
4.7. OnpenenuTh IpaBa A0CTyNa K AUcKaM (ait-cepsepa.

5. Conep:xanme oTuera

5.1. llens paGoTHI.
5.2. CBenenusi 00 OCHOBHBIX crioco0ax 3anuTsl nHpopmaiuu B NetWare.
5.3. MapuipyT aktuBu3anuu 3amutsl B NetWare.
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5.4. Pe3ynbpTarsl aHanu3a 3a1aHuUs.

5.5. Pe3ynbTaThl BBIMOTHEHUS Pa0OTHI (CXEMBI 3alIUTBI C OOBEKTaAMH U
pa3pelICHUSIMU).

5.6. BeiBoj1bI IO padorTe.

6. Bopoch! 1J1 caMONIOATOTOBKH

6.1. M3BecTHBIC MeXaHU3MBI 3anTuThl nHGOpMaruu B NetWare.

6.2. Ha3oBuTE ypOBHU 3aILUTHI.

6.3. OxapakTepu3yuTe NepBblid, BTOPOU U TPETUI YPOBHU 3AIUTHI.

6.4. Uepapxus npas. AnmMunuctpatop. Ero npaBa u 00s3aHHOCTH.

6.5. Menemkepsl rpynin, rpymnmnsl nojibzoparenei. [lonp3zoBarenu. [Ipaga.

6.6. Haznauenue noiaHomounii gocrymna. ['pymnbl OJTHOMOYHUA.

6.7. Ilonstue ¢unbTpa HaciemyeMbix npas? [IpaBuia ucnonas3oBanusa? Me-
XaHU3MbI HACJIEIOBAHUS TIpaB, npearacmeix B NetWare.

6.8. ATpuOyThI (pailioB 1 KaTaaoToB.

6.9. Ha3oBuTE OCHOBHBIE ATAIbl NOAKIIOYEHHUS MOJIBb30BATEIEH K CETH.

6.10. HazoBuTE OCHOBHBIE 3TANbl ONPEIEICHUS MIPaB M0JIb30BATEIEH.

6.11. Haz0BUTE OCHOBHBIE 3Talbl CO3AaHUs IPYIN MOJb30BATEIEH.

6.12. OcHOBHBIE 9Tambl ONpENENeHUs] MpaB JOCTyma K JuckaM ¢aii-
cepsepa.

JlaGopaTopHas paGora Ne 4

SAIIUTA NTHOOPMALINU
B CUCTEMAX TIOJIEPXKKU ITPUHATUA PELLIEHUI

1. Heab padoThI

[To3HaKOMUTBCS ¢ METOJIUKOM OpraHU3alluM 3alUThl HHPOpPMAIIUU B aB-
TOMAaTU3UPOBAHHBIX pabounx mectax (APM) u cmocobamu pasrpaHuueHus J0C-
Tyna K UHGOPMaAIMOHHBIM PECypcaM CUCTEMBI.

2. O0uue cBeaeHuA

Cucrema noanepxku npuHsatus pewmenuid (CIIIP) xondurypupyercs
1oJ1 penraemMyro 3agauy B pexume configdb.exe. Menro nosib3oBatesns co3naercs
¢ momoimpio mementa 6a3pl maHHbX (BJl) «Crnmcok snemMeHTOB». DJIeMEHT
«CHHUCOK 3JIEMEHTOB» COAEPKHUT B c€0€ TpPU OTAENBHBIX CIHCKA, B KOTOPBIX
CrpyIIUPOBaHbl BBI3BIBAEMBIE 3JIEMEHTHI M0J1 Ha3BaHUEM «CIIUCOK Mpe1oObek-
TOB», «CIUCOK JOCTYIHBIX 00BEKTOB» U «CHHCOK MOCTOOBEKTOB». «CIHCOK
JOCTYIHBIX 00BEKTOB» 00pa3yeT MyHKThl MEHIO I0JIb30BATENIS], BbI3bIBAEMBIC B
pexume auanora dialogdb.exe.
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DNEeMEeHThI CIUCKa MPeAoOBEKTOB MHULIUMHUPYIOTCS KOMIIBIOTEPOM aBTO-
MaTHUYECKH Tepesl MepBbIM oOpalieHneM K kakomy 6o snementy b/l u3 cmu-
CKa JIOCTYIIHBIX OOBEKTOB. B cHHCOK mpenoObeKTOB BKIHOYAOTCS 3JEMEHTHI
B/l, xoTOpble NOJKHBI BBIMONHATHCS O€3 BbI30BA I0JIB30BATENS O BBI30BA
IIyHKTOB MEHIO B pEXXUME AUAIIOTA.

B cnucok noctoOBeKTOB 3aHOCATCS 37eMeHThl b/, KoTopble HHULIMUPY-
IOTCSI KOMIIBIOTEPOM ITIOCJIE 3aBEPLICHUS AUAJIOra U BBIX0/Ia U3 MEHIO IT0JIb30Ba-
tens. Crona 3aHocsTes 3iaeMeHTsl b/, BeinoaHsemMble 6€3 ydacTus MoJib30BaTe-
TS

Kaxpnas 3anuce cnucka COAEpXKUT NBa Mo <mums damnyia> <ypo-
BeHb MHOOCTYyIa>. YCTaHOBKOW ypOBHS JIOCTyla pa3rpaHUYMBACTCS IOCTYII
MOJIb30BaTENEN K AyieMeHTaM ciucka. KopHeBbIM CIIMCKOM, 00pa3yroluM MEHIO
nojp3oBatesns, sBisercd «CHUCOK 3JIEMEHTOB», HUMEIOLMN HAEHTU(UKATOD
ROOT. CIIIIP no3BoisieT pa3padaTbiBaTh MEHIO MOJIb30BATENS UEPAPXUUECKOM
CTPYKTYpbl. KaKIbIlii MYHKT MEHIO MOKET COCTOSATHh M3 IOJIYHKTOB, a IOA-
IIyHKTBI, B CBOIO OY€pEb, U3 APYIUX MOAIYHKTOB U T.J. MlepapXu4HOCTh CTPYK-
Typbl MEHIO 00€CTIEYMBAETCS 32 CUET BKIIIOUEHUS B CIUCOK JIOCTYITHBIX OOBEK-
TOB B Ka4€CTBE JJIEMEHTOB JPYIMX CIUCKOB U T.[. YPOBEHb BJIOXKEHHOCTH CIIU-
CKOB HE OTPAaHUYUBAETCH.

[Tporpammuoe obecnieuenue CIIIIP TpebyeTr pacmpeneneHusi onepaTHuB-
HOM MaMsITH KOMIIbIOTEpa Moj] PyHKIMOHAIbHBIE MPOrpaMMbl cUcTeMbl U B/I.
[TamsTh, 3aHMMaeMass (QYHKUMOHAJIbHBIMU IPOrpaMMaMH, OTHOCUTENIbHO CTa-
OWIbHA, a BbIAENsIEMas MO/l JIOKAJIbHYIO 0a3y JaHHBIX - 3aBUCUT OT KOJIMYECTBA
3JIEMEHTOB U UX Pa3MEPHOCTEN.

2.1 Uncmannsayus xomniekca

[TpoBomutcs B pexxume KoHpurypupoBanus (configdb.exe). Jlns Ha-
CTpOMKHU BeIOMpaeTcs MyHKT MeHIo «Hactpoiikay. BeibpaB nyHkT «Pa3zHoe» u3
MEHIO CIIEAYIOIIETO YPOBHS 33/Ial0TCS MapaMeTPhl HACTPOUKHU:

1) myTh x maHHbIM, XpaasmumMcs B bJl (mampumep, AWS\*.aws). 3ananue
nyTH K ¢aiinam U paciumpeHusi IMeH (ailyioB MO3BOJISET yKa3blBaTh Mpu 00pa-
nieHnH K neMenTaMm bJl Toiapko ums (aiina geckpunTopa JIeMeHTa;

2) cIUCOK Moib30BaTeseil 3agaeT ums ¢aina A XpaHeHus cnucka hamu-
JIUH, YpOBHS J0CTYIIa U Maposielt moyb3oBarenei (password.aws);

3) ums daiina nmepBoro anemerTa b/, ¢ koroporo HaunHaeTcs paboTa KOM-
noHeHTHl dialogdb.exe (Hanpumep, root.aws);

4) umsa daina s XpaHEHUs] CUCTEMHOTro JXKypHana (svclog.aws), Makcu-
MaJIbHOE KOJIMYECTBO 3aIIMCEH;
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5) oTMeHa 3ByKOBOT'O CHTHAJIa IIPHU BbIJIaue Ha dKpaH cooOIIeHui 00 ommo-
kax (N);

6) aTpuOyTHI IIBETOB PA3JIMYHBIX AJIEMEHTOB H300paKEHUS HA DKPAHE.

B noanynkre «Ilonb3oBatenn» mento «Hactpoiika» ykasbiBaercs (gamu-

JUsl TI0JIh30BaTelsl, YpOBeHb jocTyna ot 0 (caMblii BBICOKHM) 10 255 (cambrii
HU3KUI) U MapoJib U3 YeThIpex JII0ObIX CHUMBOJIOB. B pe3ynbrare mpoBeneHUs
MHCTAUIALMM B aKTUBHOM Karajiore Ju0o co3faercs, 00 U3MEHseTcs (aiin
config.aws, B KOTOPOM XpaHUTHCS MHPOPMAIIUS O HACTPOUKE.

2.2. Koughueypuposanue 6azvi 0anHHbvlx

Bxrouaer B ce0s co3nanue HOBBIX ayeMeHTOB BbJl, koppekuuio u ynane-
HUE CYIIECTBYIOIUX 3JieMeHTOB. [Ipu pabote B pexume configdb.exe B myHKTe
MeHI «2JieMeHTbl B/[» aamuHucTparop 0a3bl JaHHBIX MOXET IPOCMOTPETH
UMEHA, TUIbI, UMEeHa (alIoB JECKPUNTOPOB CYIIECTBYIOMUX AIeMEeHTOB b/I,
KOPPEKTUPOBATh MHGOPMALIMIO, OMPEIEIAIONYI0 CYHIHOCTh 3JIeMeHTOB bJI,
yAQISITH (Pailyibl IECKPUNITOPOB C IMCKA, & TAKKE BBIMOJIHATH (DYHKIUH, ONIpeie-
JIEHHbIE JJI1 HOpMajbHOM pabOThl KOMIUIEKCA, 0€3 3amycka KOMIIOHEHTHI
dialogdb.exe. [{ns mpocmotpa crimcka snemeHToB b/l BEIOMpaeTcs IMyHKT MEHIO
«Ornasnenue B/I». 3nech MOKHO IPOCMOTPETh CIIUCKU 3JIEMEHTOB OJHOTO WJIH
HECKOJIbKO BHIOPAHHBIX THUIIOB.

3. 3ananue Kk JabopaTopHoii padoTte

3.1. BBINOTHUTH MHCTAISUIO KOMILIEKca. BBecTu cBoto (haMuinio B CIu-
COK I0JIb30BaTeleH, 3a1aB YPOBEHb JOCTYyINA U NapOb.

3.2. CoCcTaBUTh CXEMY MEHIO IOJb30BATENS HMCCIENYEMONW CUCTEMBI. BBI-
SBUTh MOJIYHKTHI MEHIO, HE TPEOYIOIME AUAJIOTa C M0JIb30BATEIIEM.

3.3. IlpensioxkuTh NPOEKT YIPOILIEHHOI'O BapHaHTa MEHIO I0JIb30BATEIIS.
CornacoBatb €ro ¢ NperoiaBaTeIeM.

3.4. Co3natp pazpaboTaHHbI BapuaHT MeHIO nosib3oBares A CIIIP u mpo-
BEPUTH YJI0OCTBO pabOTHI MOJIB30BATENS C CUCTEMOM ¢ BHOBb CO3/IaHHBIM MEHIO.

3.5. Co3narb 3AE€MEHT ayTEHTU(PUKAIIMU T0JIb30BaTENs ISl OpraHu3aluu
JOCTYIIA K CUCTEME MOAJIEPKKH IIPUHATUS PELLICHU.

3.6. Boiaenuth TUIBI JaHHBIX ¢ KOH(pUIEHIMaNbHOW nH(popMaruei. Onpene-
JIMTH TPYIIITY [OJIb30BaTENE U OPraHu30BaTh Pa3rpaHUYEHHBIN TOCTYTI K JaHHBIM.

3.7. McnibITaTh CUCTEMY 3aIUTHI HA TECTOBBIX IIPUMEpPAX.

4. ITopsiiOK BBINOJIHEHUS PAdOTHI

4.1. Boiitu B pexum auanora. HaxaB knaBumy F1 Be3Bath «llomomisy.
O3HaKOMHTHCS ¢ OOIIMMH TIOJIOKEHUSIMHU 110 paboTe ¢ KOMILIEKCOM, paboToit ¢
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anementamu bJl B pexxume npocmotpa b/, a Takxke ¢ coobmeHusMu 06 ommo-
Kax.

4.2. B pexume KkoHGUTYypupoBaHUs BbIOpaTh MyHKT MeHIO «HacTtpoiikay. B
nonnynkTte «Ilomp3oBaTenn» HaOpaTh CBOIO (haMUIHMIO, YCTAHOBUTH YPOBEHD
JOCTYIIA ¥ 3aIlACaTh M1apoJib JUIsl BXOJA B CUCTEMY.

4.3. CocTaBuTh CXE€My MEHIO MCCIEAYEMOM CHCTEMBI B PEXKHME
configdb.exe »snementa ROOT. Ilepeiitu B pexum dialogdb.exe. BoinmonHuts
BCE IYHKTbl MEHIO U OTMETUTH T€ IYHKTHI, BBIIIOJHEHUE KOTOPBIX HE TpeOyeT
JIMAJIOra C MOJIb30BATEIIEM.

4.4. CocTaBUTh CXEMY YIPOUIEHHOIO BapuaHTa MEHIO mnojb3oBaTens. Co-
IJ1IaCOBaTh CXEMY C MPENOIABATEIEM.

4.5. Pa3zpabotath cTpykTypy 27eMeHTa bJ] tuma «Criucok 3J1eMeHTOBY, 3a-
[IOJTHUB B HEM TPU THUNAa CIUCKOB: «CHUCOK Mpeno0obeKkToBy», «CIUCOK TOCTYyI-
HBIX 00BEKTOBY, «CIUCOK MOCTOOBEKTOB». DTH CHUCKHU JOJKHBI COACPKATh BCE
ANEMEHTHI UcXogHoro cnucka snemMeHToB ROOT. CrpykTypy mnpemsiaraeMoro
CIIMCKA 3JIEMEHTOB COIJIacOBATh C MPENOAABATEIIEM.

4.6. B pexxume configdb.exe BHecTn koppekTupoBky B 2sieMeHT BJ] ROOT B
COOTBETCTBHHU C MPEJIIOKEHHBIM MPOEKTOM MEHIO MMOJIb30BATEIIS.

4.7. IlporpaMMHBIM IyTE€M pa3rpaHUYUTh JOCTYII K BBIAEICHHBIM (haiiiaam ¢
uHpopMaIueil OrpaHuYeHHOT 0 OJIb30BaHUS.

4.8. Ilepetitu B pexxum dialogdb.exe u ucnwitarh padboTy cuctemsl. [Ipose-
MOHCTPHUPOBATh PE3yIbTaThl KOH(PUTYpUPOBAHUSA CHUCTEMBl MPEMOAABATEIIO.
BoccTaHOBUTH HCXOOHOE MEHIO CUCTEMBI.

4.9. 3apepuuth padoty, BT U3 CIIIIP, OTKIIOYNTE KOMIIBIOTEP B COOT-
BETCTBUU C MHCTPYKLHUEN NOJIH30BATEIA.

5. Conep:kanue or4yera

5.1. Leas paboTHL.

5.2. Cxema ucxogHoro MeHwo noiib3zoBarensa. CocraB anemeHToB b/l tuma
«Cnucok anemento» ROOT.

5.3. Cxema pa3pabOTaHHOTO BapuaHTa MEHIO MOJIb30BATENSI U COJICPIKAHUE
CO3JIaHHOTO 3JIeMeHTa “CHIHUCOK 2JIEMEHTOB .

5.4. Tabnuira pacnpeneneHus peCypcoB OMepaTUBHOMN MaMsITH KOMIIbIOTEpa
1101 KOMITIOHEHTHI nporpamMmmuoro komruiekca CIIIP u ee 6a3y naHHbBIX.

5.5. Cxema 3aluThl W pasrpaHUyYeHUs AOCTyna, BbiOpaHHas B padote. Hc-
noJie3yemsbie B pabote cpeactsa MS DOS u nepcoHanbsHOT0 KOMITBIOTEPA.

5.6. O1uieHKa TPOYHOCTH 3aAIIMTHI U pa3rpaHUYEHUs JOCTyIa K HHPOpMaLUU.

5.7. BeiBojibI IO paborTe.
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6. Bompochl 1J11 caMONOATOTOBKH

6.1. Ocobennoctu noctpoenusi nHpopmanmonusix CIITIP. Beimonnsembie
GyHKUMU, HCMONb3yeMble HH(POPMAIIMOHHBIE TEXHOJOTUHU, HCIOJIb3yeMbIe
CpelICTBa 3aIMThl U allIapaTHO-IIPOrpaMMHas peanu3alusl.

6.2. TexHosorusi co3laHvsl MEHIO moJib3oBarenss B uccuexyemou CIITIP.
Hcnonszyembie Metos! 3amuThl nHGopMmaruu B CIIIIP npomblieHHBIX pe-
MIPUSATHUH.

6.3. CocraB nporpammHoro komiuiekca uccienyemoit CIIIIP. MexaHu3msl
3allMThl U pa3rpaHUdyeHus JOcTyna K uHpopmauuu. Pacnpenenenue pecypcos
ONEPAaTUBHOW MMaMSATH.

6.4. Opranu3aloHHbIE, alapaTHbIE U MPOrPAMMHbBIE MEPHI 3aIUTHI B UH-
dbopManMoHHbIX cucTeMax. [IpoyHOCTh Mep 3aIUTHI.

6.5. Ilonstue maeHTUGUKAIMU U ayTeHTUGUKAIMK B HHPOPMALMOHHBIX
CUCTEMAaX, UX peajn3aliusl.

6.6. IloHATHE MHCTAUSIMU U KOH(PUTYPUPOBAHMS CHCTEMBI, €€ COJEpPKa-
HUE.

JlaGoparopnasi padora Ne 5
OJHOKJITFOYEBBIE KPUIITOI'PAOUYECKUE CUCTEMBI

1. Heas padoTsl

W3yuuTh npocTeiiiiye airopuTMbl OJJOYHOTO MH(PPOBAHUS JAHHBIX B OJ1-
HokmoueBbiX Kpunrorpaguyeckux cucremax (KC). HccrnemoBath CKOpOCTb
muppPOBAHKS TAHHBIX.

2. O0uue cBeaeHud

OnnoxnrouyeBbie KC MOXXHO NIpenCcTaBUTh €IMHOM CXEMOM, MPEICTaBIIECH-
HOU Ha puc. 17.

7— CeKpeTHbIi knloy ——7 e
//" \l‘\\ //’I \\\\
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Puc. 17. Cmpyxkmypuas cxema oonoxnouesoti KC
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Ha pucyHnke npuHsThl cieayromme o0o3HaueHusi: X — OTKPBIThIN TEKCT;
Y — mmdporekct; Ez(X) — dynkuus mmdpoBanus; Z — K104 mudpoBaHUS.
Jlanee BKpaTiie OMNMILEM CYIIECTBYIOIIME METOAbl MU(POBAaHUSA Xapak-
TepHbIe 151 ogHOKItoueBbIX KC:

1) mpocras (ogHoandaBuTHas) nojcTtaHoBka. Criocod mudpoBaHusi, Koraa
KaXbl CUMBOJ (IIPUHAUICKAIIMA OHOMY an(aBUTYy) OTKPBITOTO TEKCTa 3a-
MEHSIETCA CHMBOJIOM M3 Jipyroro aidasuta. Hampumep, OykBbl 3aMEHSIOTCS
nuppaMu, CAMBOJIaMU U T.J1.;

2) mHoroandaBuTHas MOJCTaHOBKA. HeckolbKko MOICTaHOBOK MIU(POB, Ha-
npuMep, B 3aBUCMMOCTH OT HOMepa OyKBBI B OTKPBHITOM TekcTe. BriepBwie uc-
nons3oBan Jleon bantucra B 1568 r. Taxke ucmnonb3oBanack 00bEAMHEHHOM
Apmueit BO BpeMs I'paKJaHCKOW BOMHBI B AMEpHUKe, 10 CUX MOP UCIOJIb3yeTCs
B TekcToBOM penaktope WordPerfect;

3) mmdppoBaHre ¢ UCIOJIB30BAHUEM JBOUYHOTO KoAa. JIBOMUHOE Mpe/ICTaB-
JeHue OyKBbI CKJIAJbIBa€TCs 110 MOJYJIIO JIBa C JBOMYHBIM KJIt04OM. Pesynbra-
TOM CJIOXeHUs sBJsieTcst mudporekct (puc. 18). B nanHoM ciydae jjiMHa KO-
Yya paBHA YETHIPEM, HO B OOIIEM Cllydae OHA MOXKET ObITh MPOU3BOJIBHOM;

4) mmdpp Leszaps — muMkIMYecKuil COBUT HAa 3 BIOpPaBO MO MOAYIO 26
(26 — xonm4ecTBO OYKB B JJaTUHCKOM ayiaBute). B 00111em ciiydae ciBUT MOKET
IPOU3BOANTHCS Ha Oosbiiee yucno no3unuid h. B mmudpe Lezaps csazp mexmy
UCXOJHBIM alipaBUTOM U ali(haBUTOM IIU(POTEKCTA UMEET BUT

F(hi) =[F(mi)+h] mod K,
rae K — konuyecTBo 3HakoB B andaBUTax; mi — 3HaK UCXOJHOTO TEKCTa, MPU-
Hajuiexkauiero andasuty A, hi — 3HaK UCXOJHOTO TEKCTa, TPUHAAJIEKAIIETO ajl-
¢daButy mudporekcra B;
5) muoroangasutHble mUdpel — mudpp Bwxunepa, mmpp DHUrMa, 1u-

muuap Jxeddepcona u apyrue.

K P O H A
0001 0010 0011 0100 0101
+ Kntoy
_/ 1001 McxoaHbi TEKCT

~A0¢ — 0T

0001 0010 0011 0100 010
61001 G91001 ®1001 ®1001 ® 1001
@0 1011 1010 1101 11%

o~ .
> 3awndpoBaHHbIA TEKCT

Puc. 18. lllugposanue c ucnonvzosanuem 080U4H020 KOOA
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Paccmotpum cyTth anroputma mudppa Bmkuaepa. COBOKYMHOCTH BCex
an(aBUTOB, CBEICHHBIX B OJAHY Tabnmuily, o0Opa3yeT TaKk Ha3bIBAEMYIO
mudpoBanbHyto Tadnauiy Buxkubepa (puc. 19). 910 ecth MHOXKECTBO (IS
pycckoro andasuta) w3 33 andaBUTOB, NHUKIWYECKH CABHUHYTBIX JAPYT
OTHOCHUTENIBHO JIpyra Ha oJiHy OykBY (mmogo0Ho mudpy Llezaps).

AlB|B|T| ] D 10| 4
I | 1| E 0| 9| A
A | E | E SI| A|B
E|E | XK A| B |B
E|XK|3 B | B | T
K| 3 | U B | I | I
I/ A|B|B|T|..|b |2 |0

Puc.19. lllugposanvras mabauya Budxcunepa ons pycckoeo angpasuma

[Tpu mmdpoBaHum UCXoqHOE COOOLIEHUE pa30UBaeTCs Ha OJOKHU JIJTMHOM
paBHOM JJIMHE KIIFOYEBOTO ciioBa. Hampumep, ecimu ucxogHoe coodienne «6adba
r7ie Ae/la», U KIIIOUEBOE CIOBO «T/AE», TO pa3dueHue OyJeT BBIMVIAACTh ClIeayo-
UM 00pa3om:

I'oe I'oe I'oe I'ge

0ad arm eme Ia

Jlanee B Tabnuile BhIOMpaETCsl CTpOKA C anaBUTOM, HAUMHAIOIIMMCS C
nepBoi OyKBBI KJTtoueBOoro cioBa (0ykBwl «I'»). B aTom andaute BhiOUpaercs
Ta OyKBa, KOTOpasi CTOUT HAIPOTUB OYKBBI UCXOTHOTO cooOmIeHus (OyKBHI «by)
HOpMaJibHOTO asndaBuTa (IepBas CTPOKa TaONHIBI) W ToIy4aem OykBy «/I»
(puc. 19). Cnenyromias 6ykBa HaXOAUTCS HA MEPECECUCHUH CTPOKH TaOIUIIbI, Ha-
YUHAIOUIECcs co BTOpo OyKBBI KIII0UEBOro cioBa (OykBbl «/I») u cTonbia, Ha-
YUHAIOLIErocs CO BTOPOM OYKBBI OTKPHITOrO TeKCTa (OykBa «A») B UTOTE IMOJY-
gaetcsa OykBa «/|». 3ammdpoBanHoe cooOIIeHnE I UCXOTHOTO TEKCTa OyneT
TaKHUM:

IOE I'3M M3W XI

6) rpymnmna mu@poB ¢ UCIOIb30BAaHUEM I1EPECTAHOBOK

Takue anroput™bl WK(POBAHUS NEPEYNOPAIOUUBAIOT TPYIILY TEKCTa pe-
T'YJSIPHBIM 00pa3oM B COOTBETCTBHM C BHIOpAaHHBIM KJIHOYOM (IIPAaBUIIOM) Iepe-
cTtaHoBKHU. [Ipu 3TOM 4acToO MCHONB30BAIUCH CIIEHUATIbHBIE TaOIULbI, KOTOPHIE
JaBaJId MPOCThle MHUPYIOLIUE MPOoLUeayphl (KIH0UH), COTJIACHO KOTOPBIM IPO-
U3BOJMINCH NIEPECTAaHOBKU OYKB B cooOuieHuu. Kitouom y Takux tadiui ciy-
KWK pa3Mepbl TabauLbl, Pppasza, 3aaromas NepecTaHOBKY WIH Ipyrue Crenu-
aJbHbIE 0COOEHHOCTH TAOIUIIBI:
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a) mpuUMep mpocTeiiero mudpa nepecTaHoBKU NpeacTaBiieH Ha puc. 20.
Hanpumep, umdpyem coobmenne «FOCTAC AJIEKCY BCTPEYAUTE
CBA3HOI'Oy. [lns 3TOro TeKCT COOOIICHUS 3aITMChIBACTCS 110 CTOJIONAM, MOCIIe
YEro CUMUTHIBAETCS MOCTPOYHO M 3alMUCBHIBACTCA TpPYyIIaMH, Hampumep, Mo 5
nudp. [locneanee He OTHOCHUTCS K MpoLEcCy MU(POBAHUSA U HYKHO JIMILb JUIS
yaoOcTBa 3anucu mudporpammbl. st paciiu@poBKU Takoro TEKCTa HE0OXo-
JIUMO 3HaTh KIIIOY — pa3Mep TaOJUIIbL;

IOJ]A| Y| EJE O
ClJA|B|U4|C|O
T E|C|A|B|T
A[K|T | U|[d]0
C{C|P|T]|3 |5

IOAVEE HCJIBU COTEC ABTAK TUSIOC CPT3b

Puc. 20. Hlugposanue nepecmanosrot

0) apyroii crioco6 mudpoBaHuUs ¢ UCIIOIb30BAaHUEM TAOJIMI] 3aKITH0YACTCS
B TOM, YTO CTOJIOIbI TaOJIMIIbI MEPECTABISIFOTCS M0 KIYEBOMY CIIOBY, (pase
WK HaOOpy 4YMceN JJIMHOW paBHOW JJIMHE CTPOKM Tabiuubl. Hampumep, uc-
noyib3yst Kimod «246136», npou3BOAUTCS INEPECTAHOBKA OYKB HCXOIHOTO
cooO1ieHust OTKpbITOro Tekcra. [lepBas OykBa Kitoua «2» yKa3bplBaeT Ha TO, UTO
B ouepeHOM MU pPOBaHHOM OJIOKE TepBOM OYKBOM OyneT BTOpas OykBa U3 HC-
XOJIHOTO TekcTa. Bropas mudpa kimoua «4» roBOpUT O TOM, YTO BTOPOIl OYKBOI
B mu@pe Oyner yeTBepTas OykBa U3 UCXOAHOTO Oj0Ka TekcTa u T.1. [lomoOHas
NePEeCTaHOBKA BBIMOJHAETCA BHYTPU Kaxaoro 6moka, puc. 21. Jlns ympouieHus
3alIOMUHAaHM KJI0Ya OOBIYHO HCIIONB3YIOT KIII0UEBOE CI0BO. B maHHOM ciyuae
310 cinoBo «KKOPEHDb».

OTKPEBITEI TEeKCT BACEJIA HMECOC TOUTCsI BABTPA IOCTACTH
123456 123456 123456 123456 123456

Knoueroe csioeo KOpPEeHb
Kitrou 246136
BaumppoBaHHEIN AEINBCA MCOHEC OTCTHsA $TP3BA CACIOTH
TexKxcT 123456 123456 123456 123456 123456

Puc. 21. lllugpposanue c nepecmarnoskotl cmonbyo8 npu UCnob308aHUU KIHOUA

B) mudp NpOCTOil NEPECTaHOBKHU C UCIOJIb30BAHUEM CBOMCTB TaOJIMII, Ha-
3bIBAEMBIX MAarM4e€CKMMHU KBaJIpaTaMH, UCII0JIb30BAJICA €I1I€ B CPEJIHUE BEKA.

13 18 |12 ]1
2 |11 |7 |14
3 106 |15
16 |5 |9 |4
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[Ipu 3TOM OYKBBI MCXOJIHOTO COOOUIEHHUS 3aMHMCHIBAIOTCS B OOBIYHOM IIO-
psAKe, a CYUTHIBAIOTCA U3 HEE B MOPSAKE HyMepaluy KJIETOK TaOIHLIbl.

3. Bapl/laHTbl HHAUBUAYAJBHOTO 3a/1aHUSA

3.1. llIndps mpocToit MOACTAHOBKH

3.2. Hudp Le3aps ¢ UMKIMYECKUM CIIBUTOM Ha 7 OyKB

3.3. OgnoandaBuTHAs MOJCTAHOBKA, KOTJIa OJHOM OYKBE MOMXET COOTBETCT-
BOBAaTh HECKOJBKO OYKB MIM(POTEKCTA.

3.4. llludp Buwxunepa.

3.5. lludpoBanue ¢ UCIOIB30BAHUEM JIBOMYHOTO KOJ1a (CJI0KEHHUE TI0 MOJTY-
10 2).

3.6. llludppoBaHue nepecTaHOBKOW C UCTIOIB30BAHUEM TaOJIUIL MXHA.

3.7. ludpoBaHue nepecTaHOBKAMH C UCIIOJIb30BAHUEM TAOIUI] MXAN U C UC-
M0JIb30BAaHUEM KJTI0Ua JJI IEPECTAHOBKU CTPOK.

3.8. lludpoBaHue nepecTaHOBKAMH C UCIIOJIH30BAHUEM TAOIHI] MXN U C UC-
MOJIb30BAaHUEM KJTIOUa ISl IEPECTAaHOBKHU CTPOK U CTOJIOIOB.

3.9. lllugp mpocToil MEepecTaHOBKH C HCIOJB30BAHHEM CBOWMCTB TaOJIHIL
(Maruueckue KBaapaThl).

4. IlopsinoK BHINMOJHEHUS PA0OTHI

B kauecTBe si3bIKa MPOTPaMMUPOBAHUS MPU BBHIMOIHEHUU PaOOTHI MOXKET
ObITh BeIOpaH Pascal mim C++.

4.1. [lonyuuTs y npenogaBareliss BApUAHT UHIUBUAYAIBHOTO 3a/IaHMUSI.

4.2. O3HaKOMHTHCS C MPOCTEHIIIMMHU METOIaMU MTU(POBAHUS TEKCTA.

4.3. Peann3oBaTh BEIOPAHHBIN aIrOPUTM MK (PpoBaHUS (AP POBAHMS).

4.4. WccnenoBaTh CKOPOCTh paOOThI alrOpUTMa B 3aBUCUMOCTH OT JIJIMHBI
KJIF0Ya U JJIMHBI IHPPYEMOTo COOOIICHUSI.

5. Conep:kanue oryera

5.1. llens paGoTHI.

5.2. BapyuaHT UHAMBHYaIbHOTO 3adaHUS.

5.3. Onncanue anropuTMa peanu3anuu.

5.4. Pabouue nmpumepsl BBITOJIHEHHUS] TPOrpaMMbl (MpuMep MHUQPPOBAHUS U
nemudpoBaHus).

5.5. Pe3ynbrarhl HCCIIEIOBaHUN OBICTPOJEHCTBUS ajaropuTMa mudpoa-
HUs1/ e poBaHus C aHATU30M PE3yIbTaTOB.

5.6. JIuCTUHTH TIpOrpamM.

5.7. BeiBoibI O padoTe.
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6. Bonmpocebl 1j1s1 CaMONIOATOTOBKH

6.1. Obmas cxema padotsl ogHOKIIOYeBBIX KC.

6.2. Oco0eHHOCTH UCOJIBL30BaHUS OTHOKII0UEBBIX KC.

6.3. Haznauenue u ucnosib3oBaHue (GyHKUMHA mHUPpoBaHUs U AemnPpoBa-
HUSI.

6.4. Haznauenue ximroua mudpoanus/aemmdponanus B KC.

JlaGoparopnasi padora Ne 6
ITOTOYHBLIE KPUIITOTPAONYECKHNE CUCTEMBI

1. Heab padoThI

M3yuuTh anropuTMbl MOTOYHOrO WM(POBAHUSI, OCHOBAHHbIE HA pa3yiny-
HBIX crnoco0ax (opMUpOBaHUS TMCEBIOCIYYalHBIX IOCJIEI0BATEILHOCTEN
(IICID).

2. O0Me cBeIeHuA

BriepBeie moToyHOE mM(pOBaHWE HCIOJB30BAIOCH B TaK Ha3bIBACMOM
oaHopazoBoM OsiokHOTe (mmdp Bepuama). [Ipu mmdpoBanun ucnosib30Banach
yHUKaJIbHas a0COJIOTHO ClydaiHasi KJIF04eBasi ocIe0oBaTebHOCTh. [Ipu sToM
CUMBOJIBI OTKPBITOI'O TEKCTa CKJIAJBIBAIMCH IO MOJYJIIO JBa C CHMBOJAMU IO-
cieaoBaTenbHOCTU. Takue mudpsl 00Ia7at0T A0COIIOTHON KPUITOCTOUKOCTHIO,
TaK Kak He CyMIECTBYET MEXaHNU3Ma TTOBTOPHOTO BOCIIPOU3BEICHUS COACPIKUMO-
ro OoiokHoTa. KimroueBast mocie1o0BaTembHOCTD JOCTABIISETCS a00OHEHTY OTIEITh-
HO OT mudpoTekcra. Takoe mudpoBaHue MMeeT psAl HEyIoOCTB mpu padoTe.
BnocneactBun abcoioTHO ciydyaiiHas KIrO4YeBas IOCJIEI0BAaTEIbHOCTh Oblia
3ameneHa [1CI1, koTopas hopMHUpPYETCS ¢ UCIIOJIB30BAaHUEM PETHCTPOB CIBHUTA C
nuHelHou oopatHoit cBsizbio (PCJIOC).

PCJIOC coctout U3 IBYX 4acTei: perucTpa CIBUra M MOCIeq0BaTEIbHO-
CTBIO OTBETBJICHUS (puc. 22).

’ bn bn—1 b4 3

doyHKUMA obpaTHOM CBSA3N

b, | b, [——»

Puc.22. Pecucmp coguea c nunetiHoti 00pamHou 653610
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B sT10ii cxeme peructp caBura e€cThb IMOCIeAOBaTEIbHOCThL OMTOB. Kak
TOJIbKO HaM HY>KEH CIIeIyIOIIUi OUT, Bce OMTHI PETUCTpa CIABUTA CIIBUTAIOTCS
HanpaBo U PCJIOC Beinaer Hanmenee 3HauyuMblid OUT. [Ipu 3TOM HanbombLINiA
3HAYMMBIN OUT BBIYUCISETCS Yepe3 GpyHKIuo odpaTHO cBsa3u (dacto XOR) ot
IpoYNX OWTOB PETUCTPA, COINIACHO MOCIIEN0BAaTeIbHOCTH OTBeTBiIeHUA. [locre-
JIOBATEJIbHOCTh OTBETBJICHUS MOXKET OBITh Pa3HOM M B KaXIOM KOHKPETHOM
clly4ae OmpefesnsieTcsi camModM cxeMoil peructpa. TeopeTmuecku, n-OUTHBIN
PCJIOC MoxeT creHepupoBaTh MCEBAOCIYYAWHYIO IMOCIEN0BATENBHOCTD -

o AN
HoM 2 -1 OuT epea 3alluKIINBAHUCM. I[J'DI 9TOI0 PpECrucCcTp CABHUIa JOJIZKCH MTOOBI-
n o n
BaTh BO Bcex 2 -1 BHYTPCHHHX COCTOAHUAX (KOJII/IIICCTBO COCTOSIHUM UMEHHO 2 -

1, a He 2", Tak KaK PEruCTp C/IBUIa, COCTOSIIMI U3 HyJeil, BHI30BET OECKOHEU-
HYI0 IIOCJIEJOBATENbHOCTD HYJIEH, YTO HE OYEHb YJIaYHO).

B noTounbix mmudpax KirouyeBas MOCIEA0BaTEIbHOCTh GOPMUPYETCS He-
3aBUCHUMO OT TIOCJIEIOBATEIIBHOCTH CHUMBOJIOB OTKPBITOTO TEKCTa W KaXIbIii
CHUMBOJI ATOr0 TEKCTA MHUPPYETCs HE3ABUCUMO OT JPYTUX CUMBOJIOB, a KIOYOM
Z aBnsieTcs HadalbHas yctaHoBka reHepaTtopa [ICII u camu peructpsl. [Ipoiecc
mupoBaHus U pacuu@pPOBLIBAHUS TIPU 3TOM OMKCHIBACTCS BHIPAKCHUSIMU:

yi=x;EF;(Z) — mmdposanue; x;=y;EF;i(Z) — pacumdpoBsiBanue,

T/I€ Vi, X; — ABOMYHbIE CUMBOJIbI 3aIIU(DPOBAHHOTO U OTKPBITOTO TeKcTa, Fi(Z) —
1-i1 cumBou TICII, BbipabaTeiBaeMblil reHepaTopoM ¢ (QyHKIHMEH 00paTHOH CBS-
3u F 1 HauanpHBIM cocTosiHueM Z. To ecTh, mporecc mu(ppoBaHus OMpeesieT-
cst cnoco6om noctpoenus [ICIT:

a) meto komOouHupoBanwus [1CII;

0) MeTo1 PYHKIIMOHAJILHBIX OTOOpaKEHUH.

Memoo xombunuposanus I1CII 3akiito4aeTcss B IOCTPOCHUU KOMOWHUPO-
BaHHBIX CXEM, MPEACTABIISIIOIIMX COOOK COBOKYIMHOCTh PETUCTPOB CIABUTA C JIH-
HEHHBIMH OOpaTHBIMH CBSI3SIMH. [IpuMepaMu TakuX CXeM SIBISIOTCS CXeMa
Ixedda (puc. 23a) u cxema bproca (puc. 236).

OTnuyme 3TUX JBYX CXEM COCTOUT B MCHOJIb30BAHUM I (POPMUPOBAHUS
IICII paznuuHbIX JOrHYecKUx ycTpoucTB. Tak, B cxeme JIxedda npumensercs
omnepanus JOTMYECKOr0 YMHOKEHHS U CIOKEHUA 1o Moxyiiro 2. Cxema bproca
UCIIOJIB3YET MOPOroBOE YCTPOMCTBO, padoTaroliee Mo MpaBUily: Ha Bbixone 1,
€CJIM [TOPOT NpeBbIleH, nHaue 0:

1, ecnu nopoe npesviwien

0, unaue
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PerucTp caosura
C NIMHEWNHOW 11— ><
obpaTHOW CBSA3bIO

PerucTp caosura
C NINHENHOWN 2
obpaTHOM CBA3bLI0

PerucTp caosura
C NUHENHOW 3 —> ><
obpaTHON CBA3bIO a)

Pernctp capura
C NIMHENHOWN 1
obpaTHON CBA3bI

['loporosoe
Cymmatop PO —
YCTPOMCTBO
Pernctp capura
C NIMHENHOWN N
obpaTHOM CBSA3bIO 0)

Puc. 23. Memoowvl kombounuposanus IICII: (a) cxema [icegpgha; (6) cxema bproca

Memoo @yHkyuonanbhblx omoobpadceHull SBIAETCS 0OJEe CIOKHBIM.
IIycTh 1aHO HEKOTOpOe BekTopHOe mpocTparctBo GF(2™) ¢ umcioM koopauHat
m B KaXJIOM BEKTOpE, MPUYEM KaxKJas KOOpJIMHATA BEKTOpA MPUHAJICKUT
MHOXXeCTBY cKalspHbiXx BenumunH GF(2)={0, 1}. OueBuanHo, yTO 00IIEE YUCIO
BEKTOPOB, MPUHAUIKAIIMX MPOCTPAaHCTBY paHo 2. IIycTh 3a1aHO HEKOTOpOE
byHKIIMOHANTBHOE 0TOOpaXkeHue f, KOTOpoe KaXXJIOMy BEKTOPY M3 MPOCTPAHCTBA
GF(2™) craBUT B COOTBETCTBUE BEKTOpP H3 MPOCTPAHCTBA GF(2k). [Ipu sTom
00s13aTEIHHBIM SIBIIICTCS BBITIOJIHEHUE ycloBUsA k<=m. [lanee mycTh 3agaHo He-
KOTOpo€ (YHKIIMOHAJIbHOE OTOOpa)XKeHHE g, KOTOPOE KaKJOMY BEKTOpPY W3
GF(2k) CTaBUT B COOTBETCTBUE cKaisip u3 MHoxkectBa GF(2). B saTtom ciyuae
nosryunm [ICII ¢ ucnonbp3oBanueM BHIIETPUBEACHHBIX (QYHKIIMOHAIBHBIX OTO-
opaxenuii. Hanpumep, IICII, nonydyennas no cxeme, n3o0paxeHHOU Ha puc. 24
(m=4, k=2) no MeToly IBYXCTYNEeHYaTbIX OTOOPaKEHUII.
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Mertoj cTyneH4YaToro 0TOOpaKeHHS GF(Zm)—GF(2k)—GF(2) BIIEPBBIC OBbLI
UCIIOJIb30BaH MPH MOCTPOCHUHU TocienoBareiabHoctet ['opaona-Muiica-Benra.
Jlas oposkaeHns BekTopHoro npoctpanctsa GF(2™) ucronb3oBaanch peruct-
PBI CIIBUTA C JIMHEWHBIMUA OOPATHBIMU CBSI3SIMHU.

GF(2m) GF(2)={0, 1}
L ey [8])
3 0010 1 00 1 nce
et | oo | ol | ey
4=2¢ 11
16=2m 1111 o| )

Puc. 24. Ilpunyun popmuposanus IICII no memoody
08YXCMYNneH4amolx OmoopadCceHull

3. 3apanus k JadopaTopHoi padore

3aMeuaHus:

a) ¢GyHKIMU OOpaTHOM CBSI3U 3aJal0TCSI CTYJIEHTOM CaMOCTOSITEeNIbHO. Bu
GyHKIWNA TPEABAPUTEIIHHO COTIACOBBIBACTCS C MPEMIOAaBATEICM;

0) B ciyuae, eciu s popmupoBanus [ICIT ucnons3yercs cxema bproca,
3HAUYEHHUE TOPOTOBOTO PETHCTPa BBHIOMPAETCS CTYIEHTOM IO COTJIACOBAHUIO C
PernoiaBaTesieM.

3.1. Pazpsarocts PCJIOC 6. ®opmuposanue [ICII mo cxeme [xedda.

3.2. Pazpsagnocts PCJIIOC 4. ®opmuposanue [ICII no cxeme xedda.

3.3. Pazpsgaocts PCJIOC 9. ®opmuposanue [1CIT mo cxeme [xedda.

3.4. Pazpsagnocts PCJIOC 7. ®opmuposanue [ICII no cxeme xedda.

3.5. Pazpsanocts PCJIOC 6. ®opmuposanue [ICII o cxeme bproca. Komnu-
YEeCTBO PETHCTPOB 6.

3.6. Pazpsanocts PCJIOC 4. ®opmuposanue [ICII o cxeme bproca. Komnu-
4yecTBO peructpon 10.

3.7. Pazpsgnocts PCJIOC 8. ®opmuposanue [ICII o cxeme bproca. Komnu-
YEeCTBO PETHCTPOB 8.

3.8. ®opmuposanue [ICII no MeToay AByXCTyNEHUYAThIX OTOOpaKEHUN IS
m=6 u k=4.

3.9. ®opmuposanue [1CII no MeToay ABYXCTyNEHUYAThIX OTOOpPaKEHUN 1S
m=8 u k=4.
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3.10. ®opmuposanue IICII mo meromy ABYXCTyHNEHYATHIX OTOOpPAKEHUU
st m=10 u k=4.

4. ITopsiI0K BBINOJHEHUS PA0OTHI

B kauecTBe fA3bIKa NPOrpaMMHPOBAHUS [IPU BBINOJIHEHUU PaOOThl MOXKET
ObITh BbIOpaH Pascal mwinu C++.

4.1. O3HaKOMHTBCS C METOJIAMHU M CX€MaMH MOTOYHOTO MH(POBAHHUS.

4.2. ITosryuuTh y IpenojaBaress BApUAHT UHIAUBULYAJIBHOTO 3a/1aHHUS.

4.3. PeanuzoBarb cBoii PCJIOC B COOTBETCTBUM C BapUAHTOM HHIMBHUIY-
aJIbHOTO 3a/IaHMUS.

4.4. Peanu3oBath anroput™ mudpoBanus (AemndpoBaHus), UCIOIb30BATh
mmdp Bepnama. B kadectBe renepartopa KIIHOYEBON MOCIEAOBATEIIBHOCTH HC-
noJsib3oBaTh [ICII. ITpu aTOM mudpoBanue T0KHO OCYIIECTBIATHCS HEMOCPEI-
CTBEHHO IIPU BBOJE MOJIb30BATEIEM CHUMBOJIOB C KJaBHUATyphl. Bo Bpems BBoaa
orobpaxkatb popmupyemyto IICII u pesynbrar nemudppoBaHus.

4.5. Uccnenosats niepuoa popmupyemoit I1CII.

5. Conep:kanue oT4yera

5.1. Lens paboThL.

5.2. BapyuaHT MHAMBHYaJIbHOTO 3adaHUS.

5.3. Onucanue anropuTMa pealn3alud W CTPYKTYpPbl HCIOJIB30BAaHHBIX
PCJIOC.

5.4. HauanbHble 3HAYEHUS] PETUCTPOB.

5.5. Pe3ynbTathl BBIIOIHEHUS IPOrpaMMBbl (IIM(PPOBaHKUE U eI (PPOBAHUE).

5.6. HauaneHsiil pparment chopmuposannoi [1CIT.

5.7. Pesynbrarel uccnenoBanus nepuoaa [ICII, popmupyemoii PCIIOC.

5.8. JIucTUHTH IPOTpaMM.

5.9. BeiBoj1bI IO paborTe.

6. Bonipocekl 1151 caMONOATOTOBKH

6.1. O6mmas cxema noro4yHoro mudpoBanus. Haznauenue.

6.2. [lIudp Bepuama. OcoOEHHOCTH UCIIOIB30BAHUS.

6.3. PCJIOC. Ha3naueHue v npuHUHUI (PYHKIIMOHUPOBAHUS.

6.4. ®opmuposanue [ICII mo cxeme Ixedda.

6.5. ®opmupoanue [ICII no cxeme bproca.

6.6. ®opmuposanue [ICII mo MeToay n cTymeHYaThIX OTOOpaKeHUH.

6.7. Ilonsarue IICII. Haznauenue.

6.8. Ilepuop IICII. HagexHocts notounoro mugposanus ot jiuuHsl [1CIL.

6.9. BausHue CTpyKTypsl (QYHKIIMU OOpaTHOW CBSI3M Ha mepuona (Iiu-
ny) IICII.
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Jlaboparopnasi padora Ne 7

[TPOCTENLINM KPUIITOAHAJIN3 HIMOPOTEKCTA

1. Heas padoTsl

N3yunths mpocTeiiimne crnocoObl KpuUnTorpaduiyeckoro aHaiu3a U Je-
mudpanuu cooOLeHU, MOTYYEHHBIX ¢ UCIOJIb30BAaHUEM METOJIOB MOCTaHOB-
KW U [IEPECTaHOBKH.

2. O01mue cBeIeHNA

Jist mpocteimux mudpoB, HAPUMEDP, MOACTAHOBOK M IMEPECTAHOBOK,
IPU KPUNITOAHAIN3E MOXKHO NMPUMEHATHh CTAaTUCTUYECKOE pacIpe/iesieHue CUM-
BOJIOB B ajidasure. Hanpumep, B mmdpe MoHoanPpaBUTHON 3aMEHBI KOJIMYECTBO
BO3MOXHBIX NEPECTAHOBOK OyKB ajndaBuTa (IJi1 aHIVIMICKOTO S3bIKa) PaBHO
26!%4*1026, OJIHAKO JaHHBIM mudp HE SBISETCS CTOMKUM. ITO OOYCIIOBIEHO
TEM, 4TO:

1) B mmm@poTekcTe CoOXpaHsATCsS CTATUCTUYECKUE 3aBUCUMOCTA CUMBOJIOB U
COUYETAaHUU CHUMBOJIOB MCXOJIHOTO TeKcTa (Tabia. 2), 9To0 OCOOCHHO Ba)KHO, U B
OOJIBIIMHCTBE CIIy4aeB MMEHHO Oyiarojaps 3TOMY MPEIOCTaBISETCS BO3MOXK-
HOCTb MPOBECTH yAaYHbII KPUNITOAHAIIN3;

2) nepeMelaHHbli andaBUT MOXKET ObITh YCTAHOBJIEH MOCTENEHHBIM 1000~
poM.

XOTsI KOHKPETHOE 3HAYEHHE YacCTOThl BCTPEYAEMOCTH OYKB 3aBUCUT OT
TEKCTa COOOIEHUS, U OTPAaH)XKMUPOBAHHAS 110 YACTOTE IMOCJIEA0BATEILHOCTh Me-
HSETCA B LIEJIOM HE3HAauyuTelabHO. [l03TOMYy mojacyeT 4acTOThl BCTPEYAEMOCTH
OykB B HIM(POTEKCTE MO3BOJISIET JTOCTATOYHO TOYHO OIpPEAENIUTh Hauboiiee U
HaNMEHEE YacTO MCMOJb3yeMble CUMBOIIBI MepemMenianHoro angpasura. Ocraib-
HbIe OYKBBI YCTAHABIMBAIOTCS METOJOM MPOO M OMHUOOK Ha OCHOBE M30BITOYHO-
CTU UcX0AHOro Tekcra. CylIecTBEHHYIO MOMOIIb MOXKET OKa3aTh aHajlu3 Hau-
Oonee yacto BcTpeuvaromuxcsi coyetanuit 0ykB (THE, FROM, IS, ITPUB OT,
HA, u T.1.) - cM. Tabnuiy 3. Ha ocHOBe aHaim3a 9acTOThI BCTPEUYaeMOCTH OYKB
B IMIM(PPOTEKCTE MOXKET OBITh JaKE€ YCTAHOBJEHO, HAa KAKOM SI3bIKE HAIHCaHO
HCXOJIHOE COOOIIEHHE.

Jnst mmdpa nonuandaBUTHONW 3aMEHbI OJIMHAKOBBIM OYKBaM HCXOIHOTO
COOOIIEHUS] COOTBETCTBYIOT pa3Hble OyKBbI IIU(POTEKCTA, TOITOMY HEMOCpea-
CTBEHHBIN aHAJIHM3 YaCTOTHI BCTPEYaEMOCTH OYyKB ycrexa He npuneceT. CyiecTt-
BEHHO OOJIETYUT KPUITOAHAIM3 ONpPEEICHUE KOJINYECTBA MCIOJIB3YEMBIX NPHU
mrdpoBaHuy an@aBUTOB. JTa 3a/a4a peHIaeTCs pa3IMuHbIMU CIIOCOOaMU, OJNH
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U3 KOTOPBIX 3aKJII0YAETCS B TOM, YTO B MCXOJHOM COOOIICHHHU (TIpU €To J0CTa-
TOYHOW JIJIMHE) BeChbMa BEPOATHO MOSBICHUE OJUHAKOBBIX OYKBEHHBIX COYETa-
HUI, UTHTEpPBAI MEXJy KOTOPBIMU KpaT€H YHCIY HCIOJIb3YyEMbIX «IepeMellaH-
HBIX» an(aBUTOB. B 3TOM cityyae B mupoTekcTe MosBATCS TaKKe OJIMHAKOBBIE
OykBeHHbIe coueTaHus. Jns mudpa nonuandaBUTHON 3aMEHBI C MATHIO ajida-
BUTaMU MOHO npuBectu cinenyromuii npumep (teker: THERE IS NO OTHER
MATTER):

Coobmenne: THEREI SNOOTHERMATTER

Mudporexcr: MBJ SRBMSPBMBI SZTNYFE

10 6yxB

[Tocne ompeneneHus: KOJUYECTBA MCIOJIb3YEMBIX al(PaBUTOB OCYIIECTB-
JSIETCSL BCKPBITUE KAXKJIOTO U3 HUX B OTACJIBHOCTHU TaK e, KaKk MpHU aHajIu3e
mudpa MoHoaI(haBUTHOM 3aMEHBI.

Kpunroanamus mmdpa BknHepa MOXKET OCYIIECTBISATHCS Pa3InYHBIMU
METOJaMH, MPUMEHUMBIMU K MONHan(aBUTHBIM mHdppaM B 1enoM. OcoOeHHO
3¢ (deKTUBEH METO/1, OCHOBAHHBIN Ha MOUCKE «BEPOSITHOrO cioBa». Ero cyTs 3a-
KJII0YaeTcs B BbIOOpPE CJIOBA, C BBICOKOW BEPOSITHOCTBIO MPHUCYTCTBYIOIIETO B
HCXOJHOM «OTKPBITOM» cooOmieHuu. Jlamee u3 HOMepa CHMMBOJIAa KPUITOTPaM-
MBI BBIYUTAETCA HOMEp OYKBBI TaHHOTO CJIOBA [0 MOJYJIO YHCIa CHMBOJIOB B
andasure. [Ipu 3TOM paccMaTpuBarOTCs BCE BapHAHTHl MX B3aUMHOTO PACIIONO-
xeHust. Eciu nmpu kakoM-J1n0o BapuaHTe pa3MeEIIeHUs B pe3yJibTaTe BbIUUTAHUS
OyZAeT MOJIy4eHO CJIOBO €CTECTBEHHOI'O SI3bIKa (MM (PparMeHT CJIO0Ba), TO C BbI-
COKOW CTETNEeHBIO JOCTOBEPHOCTH MOXKHO TOJaraTh, 4TO OOHAPYKEHO MMEHHO
Kto4deBoe ciaoBo. [locie sToro nerko aemudpyercs Bce cooOIIeHue.

[Tpumep (Bepositnoe ciioBo ANALYSIS):

Kpuntorpamma — FWFTAKTRRNVEXMVETWASF-. . .
ANALYSI S

Pe3ynbrar BEIUMTAHMS:
FITPMBJZ
ANALYSI S
WGAZVZYV
ANALYSI S
TNKTTZFU
ANALYSI S
AXTGTUEM
ANALYSI S
KGRGRULF
ANALYSI S

TERCOVP — kmtoueBoe cinoso COMPUTER
OrnucanHasi mpolieaypa OCHOBBIBAETCS Ha CYIIECTBEHHOM M30BITOYHOCTH,
NPUCYIICH TEKCTaM Ha €CTECTBEHHOM SI3BIKE.
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Takum 00pazoM, eciii B Ka4eCTBE KJTFOYa UCIIOIB3YETCS TEKCT HAa €CTECT-
BEHHOM $I3BIKE, TO TIOJTydaeMasi KpUIITorpaMMa He sBIIIeTcs HajexkHoi. OaHaxo,
€CJIM B Ka4eCTBE KJIF0Ya HUCIOJB3YETCs CiIydaiiHas MOCIe0BaTEIbHOCTh CHMBO-
JI0B, IMGP CTAHOBUTCS 00JIee HAJICKHBIM.

Tabnuya 2
YacroTa BcTpeuaeMOCTH OyKB B Pa3IMYHBIX aaBUTax
Pycckmii AHrJIniickni Hemenkmnii
ajqpaBuT ajgpaBuT ajgpaBuT

a 8,36 a 8,17 a 5,40

7] 1,61 b 1,49 b 1,89

[ 3,96 c 2,78 c 3,15

2 1,42 d 4,25 d 5,17

0 3,39 e 12,70 e 18,10

e 8,27 f 2,23 f 1,60

JHe 0,87 g 2,02 g 3,15

3 1,72 h 6,09 h 5,14

u 8,79 i 6,97 i 7,52

K 3,47 j 0,15 j 0,19

a1 4,45 k 0,77 k 1,13

M 4,12 ) 4,03 ) 3,45

H 6,06 m 2,41 m 2,51

0 11,74 n 6,75 n 10,42

n 3,00 0 7,51 0 2,24

p 4,45 p 1,93 p 0,59

c 5,76 q 0,10 q 0,01

m 6,01 r 5,99 r 8,08

y 2,29 s 6,33 s 6,35

(/] 0,14 t 9,06 t 557

X 0,85 u 2,76 u 4,10

u 0,22 v 0,98 v 0,87

y 1,69 w 2,36 w 1,67

w 0,90 X 0,15 X 0,01

77 0,49 y 1,97 y 0,02

(] 0,05 z 0,07 z 1,67

bl 1,50

b 0,49

9 0,16

10 0,68

A 1,69

Tabnuya 3
BcerpeuaemocTh 1ByX- U TpeXOYKBEHHBIX CJIOB, OTPAHXHUPOBAHHAS MO YOBIBAHUIO
Panr | AHramickui Hemenxunii Paur | Anramiickmii Hemenxnii
ajpaBuT ajgdaBur ajadaBur ajadaBur

1 TH THE EN EIN 16 ND INT NE UNG
2 HE ING ER ICH 17 oUu HIS SE DAS
3 IN AND CH NDE 18 EA STH NG HEN
4 ER HER ND DIE 19 NG ERS RE IND
5 AN ERE EI UND 20 AS VER AU ENW
6 RE ENT DFE DER 21 OR TTH DI ENS
7 ED THA IN CHE 22 TI TER BE IES
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Tabauya 3 (oxonuanue)
Panr | AHramiickui Hemenxunii Panr | Anramiickmii Hemenxkmnii
angaBuT andaBur andaBur andaBur
8 ON NTH ES END 23 IS HES SS STE
9 ES WAS TE GEN 24 ET EDT NS TEN
10 ST ETH IE SCH 25 IT EST AN ERE
11 EN FOR UN CHT 26 AT THI ST LIC
12 AT DTH GE DEN 27 TE HAD UE ACH
13 T0 HAT ST INE 28 SE OTH DA NDI
14 NT SHE 1C NGE 29 HI ALL AS SSE
15 HA ION HE NUN 30 OF ATI NI AUS

3.3apanus k jadbopaTopHoii padorte

M3BecTHO, 94TO MHM(PPOTEKCT MOIYyUYCH C MCIOIB30BAHMEM OJIHOTO M3 Tie-
PEYMCIICHHBIX HWKE METOJO0B mudpoBaHus. Ha ocHOBE 4acCTOTHOTO aHaim3a
OykB mmQpPOTEKCTa OMpENeTnuTh, Ha KaKOM S3bIKE OH ObLI HamwcaH (pyc-
ckuit/anrnuiickuii). Mcmonbs3yss oOpaTHBIN, CaMOCTOATEIBHO pPa3paboTaHHBIHN
QJITOPUTM BBITIOJIHUTD ACMIM(PPOBAHUE COOOUIECHUS, MPU YCIOBUH, YTO KIIIOY HE
W3BECTEH.

3.1. ludpsr mpocToii MOACTAHOBKH.

3.2. udp Le3aps ¢ MUKINYECKUM CIBUTOM.

3.3. lludp Buwxunepa.

3.4. lludpoBanue ¢ MCHOIH30BAHUEM JIBOMYHOTO KOJa (CIOKEHHUE MO0 MOJY-
10 2).

3.5. lludpoBanue nepecTaHOBKOM C UCTIOIH30BAHUEM TaOJIHII.

3.6. lludpoBanue mnepecTaHOBKAMU C HCIIOJB30BAHUEM TaONHIl U C
UCIIOJIb30BAaHUEM KJTF0Ua JJIs IEPECTAaHOBKH CTPOK.

3.7. llludppoBaHue mnepecTaHOBKAMU C HCMOJb30BAHUEM TaOJHI] U C
UCTIOJIb30BAaHUEM KITFOYA IS IEPECTAHOBKH CTPOK U CTOJIOIIOB.

3.8. ludp mpocToii mepecTaHOBKUA C HCIOIH30BAHMEM CBOWCTB TaOJIHUIL
(Marudeckue KBaJipaThl).

4. IlopsiI0K BBHINOJHEHUS PA0OTHI

4.1. ITosmyunTts y IpenojaBaress BApUaHT UHAUBUAYAJIBHOTO 3a/1aHHUS;

4.2. O3HaKOMHTBCSI C OCHOBAMH KPUNTOIPapUUECKOro aHaJIn3a;

4.3. B3aTh mU(POTEKCT, IPU YCIOBUHU, YTO U3BECTEH METOJI, KOTOPHIM BBbI-
noJHsu10Ch mudpoBanue. s Oosee ycrnenmHoro KpunToaHalau3a peKOMEHAY-
eTcs:

a) npu GpopMupoBaHUHU MHUPPOTEKCTAa HE OpaTh KIOUYMU OOJIBIIOrO pa3mepa,
BO M30eKaHUE TOITUX BBIYUCICHUN;

0) UCXOJHBIN TEKCT OpaTh JOCTaTOYHOTO 00ObeMa (He meHee SO0 CHMBOJIOB);

B) OpraHU30BaTh pabOTy MPOrPaMMBbI C UCIIOTIB30BaHUEM (DAIIIOBBIX OTIEPAITHIA.
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Ha ocHOBaHMU CBEEHUN O TOM, KAKMM aJTOPUTMOM ObUI MOJYyYEH M-
POTEKCT, MPOU3BECTH KpUIITOAHAIN3 cooOuieHus. IIpu atom HeoOxoaumo:
a) IPOU3BOJIUThH YaCTOTHBIN aHAJIN3 TEKCTA;
0) BBIUKCIATH YACTOTYy BCTPEYAEMOCTH JBYX- U TPEXOYKBEHHBIX CJIOB B
mMUQPOTEKCTE U AeMIN(YPOBAHHOM TEKCTE MPHU TEKYIEM 3HAYEHUH KII0Ua;
B) IPOU3BOAMTH MOJCUYET BPEMEHH 3aTPAYEHHOTO HA KPUIITOAHAIIN3.

5. Conep:kanue oryera

5.1. Lens paboThL.

5.2. BapyuaHT MHAMBHYaIbHOTO 3a4aHUS.

5.3. Onucanue aropuTMa KpUunToaHaIn3a.

5.4. PesynbTaThl paboThl anroputMma (MHQPPOTEKCT W Aemu(pPOBaHHBIN
TEKCT).

5.5. Pe3ynbTarsl nojicyeTa 4acTOThl BCTPEYAEMOCTH OYKB ajipaBuTa.

5.6.3aBUCHMOCTD BBIYMCIUTEIBHBIX 3aTPAT HA KPUIITOAHAIU3 OT CIIOXKHOCTH
UCIOJIb3yEMOT0 KJItoua JJisi BBIOpaHHOTO METO/1a.

5.7. JIucTUHTY porpamm.

5.7. BeiBoibI O pabdoTe.

6. Bonpochl 1J11 caMONIOATOTOBKH

6.1. [lonsAaTHE KpUNTOAaHATU3A.
6.2. [loHsiTHE KPUNTOCTOMKOCTH METO 1A MG POBAHHUS.
6.3. CnocoObI 1 METObI MPOBEJICHUS KPUIITOAHAIIN3A.

JlaGopaTopHas paGora Ne 8

UCCJIEJOBAHUE CPEJICTB
JIBYXKJIFOYEBOI'O LIIU®POBAHUS JAHHBIX
U1 DJIEKTPOHHOM LIU®POBOM ITOAITNCU UHOOPMALIMU
C UCIIOJIb30OBAHUEM PGP

1. Heas padoTsl

N3yunTh cpencTBa IBYXKIOUEBOrO IU(POBAHUS JAHHBIX U AJIEKTPOHHON
uuppoBoil moanucu uHGOpPMAIMK C HMCHOJb30BaHHEM YTWIUT Pretty Good
Privacy (PGP) Version 6.5.8. pupmbr Network Associates Inc.

2 O0mue cBereHust

2.1. Pretty good privacy (PGP)
Ouenb cuiibHOE cpencTBO Kpunrorpaduueckoi 3amutel. Cuna PGP He B
TOM, YTO HHUKTO HE€ 3HAE€T, KaK €€ B3JIOMAaTh MHAa4Y€ KaK HCIOJb3Ys «JIOOOBYIO



~4 6~

aTaky» (3TO HE CHJjla, a YCJIOBUE CYIIECTBOBAHUS XOPOIIEH MPOrpamMmbl IS
MIU(PPOBKHU), a B IMPEBOCXOJHO MPOJYMAHHOM M YPE3BBIYAHHO MOLIHOM Me€Xa-
HU3ME 00pabOTKHU KIIOYEH, OBICTpOTE, YI0OCTBE M IHUPOTE PACHPOCTPAHCHHUS.
Cyl1ecTBYIOT AECATKH HE MEHEE CUIIbHBIX aJITOPUTMOB IU(POBKH, YEM TOT, KO-
TOpbI ucnonb3yercs B PGP, Ho monynsipHOCT 1 GecIuiaTHOE pacipoCTpaHEeHHE
caenanu PGP ¢gakTuueckum cTaHIapTOM sl 3JIEKTPOHHOM MEpPEenucKyu BO BCEM
MUDE.

OObuHBIE cpeacTBa KpunTorpaduu (C OAHUM KIHOYOM IS mu(poBaHUs
U JemudpoBaHus) Mpeanosaraiyd, YTo CTOPOHBI, BCTYMAIONIME B TEPEMHCKY,
JOJIKHBI ObUTM BHayaue OOMEHSThCS CEKPETHBIM KIIFOUOM MM MApPOJIEM, €CIH
XOTUTE, C UCIIOJIb30BAHMEM HEKOETO CEKPETHOro KaHalsia (JIyIulo, JU4YHAasl BCTpe-
9a ¥ T.JA.), JUIA TOrO, 4TOObI HAa4aTh OOMEH 3amu(POBAHHBIMU COOOIICHUSIMHU.
[Tomy4aercst 3aMKHYTBIA KpyT: 4TOOBI MepeaTh CEKPETHBIN K04, HY>KEH CeK-
peTHbIN KaHai. UYToObl co3aaTh CEKPETHBIN KaHal, HyeH Kitod. PaspaboTanHas
Ounmunom [ummepmanHoM nporpamma PGP oTHocuTea K Kiaccy cucteM ¢
JIBYMsI KJIFOYaMH, IyOJIMYHBIM U CEKPETHBIM. DTO O3HAYAET, YTO BBl MOXKETE CO-
OOLIUTh O CBOEM IyOJUYHOM KIIIOUY€ BCEMY CBETY, MPU 3TOM I0JIb30BATEIH
IpOrpaMMbl CMOTYT OTIPABJIATh BaM 3alIM(pPOBaHHbIE COOOIIEHUS, KOTOPbIE
HUKTO, KpOME Bac, paciim@poBath He CMOXKeET. Bbl ke ux pacimudpoBbIBaeTe C
MOMOIIBIO BAIIETO BTOPOTO, CEKPETHOTO KJII0Ya.

CBoil myOIMYHBIN KII0Y MOXHO pa3MecTuTs Ha Web cTpanuiie uiam mo-
CJIaTh €r0 SJEKTPOHHOW MOYTOM cBoeMy apyry. Hampumep, myOnuuHbIN KItOY

MOJKCT BBIIVIAACTDb CICAYIOIUM 06pa30M:

----- BEG N PGP PUBLI C KEY BLOCK- - - - -

Version: P@Efreeware 6.5.8 for non-comrercial use
<http://ww. pgp. conp

Dn/ eDkk1z63JM6JsAhvHaPOEAJ8vI uc 08NMCHX1I UuQDvwooXC504
Al | bOEYZi 4Kk Py G75AHWMNBFPOqcuqSvkZFr ohDpOnx+uS0Ab8ai VP
+s741 7Ubl RHBZQROVHf ZQ gqbLys==/ 2IMP

----- END PGP PUBLI C KEY BLOCK- - - - -

Bam koppecnionieHT 3amudpyroT COOOIIEHNE C UCTIOIb30BAHUEM BAIIIETO
nyOJIMYHOTO KJII0Ya U OTHpaBUT ero BaM. [IpodecTh ero CMOXKeTe TOJBKO BHI C
UCIIOJIb30BaHUEM CEKPETHOro Kitoua. J[ake caM OTIpaBUTENb HE CMOXKET pac-
mudpoBaTh aJPECOBAHHOE BaM COOOIIEHHUE, XOTsI OH caM Hamucal ero 5 MUHYT
Hazaa. U camoe npustHoe. Ha ceronns naxke caMbIM MOIIHBIM KOMIIBIOTEPAM B
PY u ®Cb Tpebyrorcs Beka, 4ToObI pacmmdpoBaTh cooOImmeHne, 3amudpo-
BaHHoe ¢ nomoibio PGP! IIporpamma PGP mmpoko nocrynHa B cetu. B cBsizu
C OTPAaHWYCHHUSIMHU Ha SKCHOPT KPUNITOTPAQUIECKON TMPOTYKIIUU, ACHUCTBYIOIIH-
mu B CIIIA, pesunentsl u Hepe3uaeHTbl CIIIA n0JKHBI UCIIOIB30BATh Pa3HBIC
MecTa JIJIsl 3arpy3Ku MPOrpaMMBl.
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2.2. Vazeumvie mecma PGP

Hu ogna cucrema 3ammTsl JaHHBIX HE ABISieTCs Heysa3BUMOW. PGP moxk-
HO OOOMTH LIENBIM PSIIOM CITOCOOOB. 3alluinas JaHHbIe, Bbl JOJDKHBI 33JaTh ce-
Oe Bompoc: sBIsAETCA U MH(OpMAIs, KOTOPYIO BBI MBITAETECH 3AIUTUTD, 0O-
jee LUEHHOW JJIs aTaKyLIEero, 4eM CTOMMOCTh ataku? OTBET Ha 3TOT BOIPOC
IpUBEAET BaC K TOMY, YTOOBI 3aIIMTUTHCS OT JEUIEBBIX CIOCOOOB aTaku U He
OECIOKOUTHCS O BOBMOXHOCTH 00Jiee TOpOroi aTakH.

2.3. CkomnpomemuposanHvie napoisb U 3aKPbimblil KIoY

HasepHoe, caMyro IIpOCTYI0 aTaKky MOYXHO OCYIIECTBUTb, €CIU Bbl OCTa-
BUTE TJe-HUOYJb 3alMCaHHBIM Mapojb, 3AIMINAIONIMNA Balll 3aKPbIThIA KIIIOY.
Ecnu kTo-HMOY b MOTYUYUT €ro, a 3aTeM MOJIYYUT JOCTYI K (ailily ¢ Bammm 3a-
KPBITBIM KJIFOUOM, OH CMOXET YUTATh aJ[pECOBAHHbIC BaM 3alll(pOBAHHbBIE CO-
oOIIIeHNsT ¥ CTaBUTh OT Balllero MMEHU HU(PPOBYIO MOAMUCH. BOT HEKOTOpHIE
PEKOMEHJAIMH T10 3aIIUTE NapoJIs:

* HE MCHOJIb3YWTE O4YeBUHBIE (hpa3bl, KOTOPbIE JETKO yrajaTh, HapUMeEp,
MMEHA CBOMX JIETEU WM CYNPYTH;

* UCIOJIB3YHTE B MapoJie mpoOesbl 1 KoMOWHAIMKU KGP, CHMBOJIOB U OYKB.
Ecnu Bam mapons OyneT COCTOATh M3 OJHOTO CJIOBa, €r0 OYEHb MPOCTO OTTa-
JaTh, 3aCTABUB KOMIIbIOTEp MepedpaTh Bce clioBa B cioBape. IMEHHO mo3ToMy
¢dpasza B kauecTBe MapoJisi TOpasao Jydllle, YeM CIOBO;

* UCTIOJIB3yHTE TBOpueckui moaxon. [lpumymaiite ¢pasy, KOTOPYIO JIErKO
3allOMHUTbH, HO TPYAHO yTaJaTh: Takas (pa3a MOXKET ObITh cOCTaBJEHA U3 Oec-
CMBICJIEHHBIX BBIPAKEHUI WM OYEHb PEIKUX JINTEPATYPHBIX LIUTAT;

* HCMOJb3YHTE MAKCUMAJIBHO JUIMHHBIE MAPOJIH - YEM UIMHHEE Napojb, TEM
TPYAHEE €r0 yrajarh;

e npu reHeparuu kimrodeir BCEI'JIA BbeiOMpaiiTe MakCUMalbHBIA pa3Mep
kioua. B DOS Bepcuu Ha Bompoc o pasmepe kiroya otBeThTe: 2048 (BMecTo
BBIOOpA TIpeiaraeMbix Tpex BapuaHTtoB). B Windows Bepcuu BbIOMpaiiTe KIIr0Y
pasmepom 4096 u Goree.

2.4. Unmepnem-pecypcovrt PGP
B cetu UHTEpHET MOXHO HAWTH OrPOMHOE KOJIMYECTBO CBsi3aHHOU ¢ PGP
uH(popmarmu. Herioxue ee KaTaJoru pacroyioXeHbl Ha CTPaHULAX:
* PGP Inc. (www.pgp.com);
* MexayHapoHbIi cepsep PGP (www.pgpi.com);
* xoH(pepenus nonwszopareneit PGP (pgp.rivertown.net);
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3. 3apanus k JadopaTopHoi padore

Jlyist Toro, 4TOOBI JydIlle YCBOUTh MEXAHM3MBbI JBYXKIIOUEBOTO HECHUM-
METPUYHOTO MUGPOBAHUS U JIEKTPOHHOUN UGPOBON MOAMKUCH, TOTOTHUTEIHHO
HEO0OXOIMMO BBINIOJIHUTD CIAEAYIOIIHNE ONepaliu:

1. Kaxxpomy M3 y4aCTHHKOB CO3[1aTh €II€ OJHY napy kimrouen. He nepena-
BaThb OTKPBITHIA KJIIOY JIPYTOMY YYacTHUKY. BeimonHuth mudpoBanue daii-
JIOB/3JIEKTPOHHYIO MUGPOBYIO IMOIINCH C AHAIM30M PE3yJIbTara.

2. Co3nath napy Kiar4eil, HO C OrpaHUYEHHBIM CPOKOM AeHCTBUS (yKa3biBa-
eTCsl B MacTepe CO3/laHHsl HOBOTO Kitoya). Beimonnuth mudpoBanue Qaii-
JIOB/3JIEKTPOHHYIO IU(POBYIO MOAMKCH C AaHATU30M Pe3yJIbTaTa JUIsl CiIydas, KO-
rJ1a CPOK JICUCTBUA KIIFOUEH UCTEK.

3. BoimoanuTh mudpoBaHue U JIEKTPOHHYIO HU(PPOBYIO MOANUCH (HAIOB B
cilyyae, KOTjJia MmoJiy4yaresib He JOBEpseT KUy OTHpaBUTENs (B CBOWCTBAX CO-
OTBETCTBYIOLIETO OTKPBITOTO KJI0Ua yCTaHOBUTH Untrusting).

4. IlopsinoK BHINOJHEHUS PA0OTHI

Paboty npennaraercs BHINOIHATS MUHUMYM I10 JIBA Y€JIOBEKA U C PA3HBIX
KOMIIBIOTEPOB NOAKIIFOYEHHBIX K JIOKAIBHOM ceTH. [lasee nepBoro yeiaoBeka Ha-
30BEM YYaCTHHUK A, BTOpPOro - B.

4.1.Yepes mento «Ilyck» mnu uepe3 «C:\Program Files\PGP\» 3amyctuthb
nporpammy PGPTools.

4.2. Knonkoi PGPKeys 3amycTuTh MEHEKEP YIIPABICHUS KIIOUYAMMU.

4.3. B nosBuBLIeMcs okHe yepe3 MeHio «Keys/New Key» kaxnomy yyact-
HUKY (OTAeNbHO A ¥ oTnenbHO B) co3pats napy kirouei.

4.4. Kaxxnomy yuactHuky A u B uepes mento «Keys/Export» coxpaHuTh 0T-
KPBITBIA KJTIOY B TEKCTOBOM (haiine. PexomeHayercs aenath 3TO Ha CETEBOM
JUCK JIJIs TOCTyNa ¢ APYroro KOMIbIOTEpa.

4.5. Y4yacTHUKY A B CIMCKE KJIKOYEH HAUTU CBOM U IEPEUTH K HEMY. 3aTEM
yepe3 meHto «Keys/Importy uMmopTupoBaTh OTKPHITHIN KIIIOY y4acTHHKA B.

4.6. ITepeiitu x kimrouy B. Uepes menro «Keys/Signy» nmoanucars K09 MOJIb-
3oBatens B g monb3oBatens A. Uepes mento «Keys/Propertiesy mepeitu k
CBOWCTBaM HMMIIOPTUPOBAHHOIO KJO4Ya. B MOsSBUBIIEMCS OUajore B pasfele
«Trust Model» non3yHok ycTaHOBUTH B KpaiiHee mpaBoe nojioxxenue (Trusted).
Yto 03Ha4vaeT, yTo A MOJHOCTHIO JOBEPSET KItouy B.

4.7. YuactHuky B mocnenoBaTenbHOCTh 6,5 HEOOXOAMMO BBITIOJIHUTH y Ce0s
Ha KOMIIBIOTEPE 10 OTHOLIEHUIO K A.

4.8. Ilepeiitu x nanenn PGPTools. YuactHuky A no kHonke «Encrypt» 3a-
mudpoars ¢ainsl s nons3zoBarens B. [IudpoBanHbie ¢aiinbl Takke peko-
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MEHJIyeTCS COXPaHATh Ha CETEBOM JUCKE, JIMOO B o0iienocTynHoM st A u B
KaTajore.

4.9. YuactHuky B pacmmdpoBars (aiinbl, KOTOpble Uisi HEro 3amudpo-
Ball A.

4.10. B nanenu PGPTools yuacTHUKY A 1O KHOTIKE «Signy» moamnucarh ¢ai-
Jel 11 B.

4.11. Yuactauky B mpoBeputh (paiinbl, KOTOpbIE €My mepeaan A ¢ UCIOJb-
30BaHHEM IUGPOBOI MOAMKCH.

4.12. A u B mnoMeHATbCA MECTaMHU M TOBTOPHUTH IOCJIENOBATEIBHOCTh
maroB 4.7-4.11.

5. Conep:kaHnue oT4yeTa

5.1. Llens paboThL.

5.2. OnucaHue NOCIeN0BaTENbHOCTH IEUCTBUI MOIEJIAHHBIX PH BBIIIOIHE-
HUU PaOOTHI.

5.3. Pe3ynbTathl BRINOIHEHUS PaOOTHI.

5.4. CBOi1 OTKPBITBIN U 3aKPBITHIN KIIOUH.

5.5. BeiBojibI IO paborTe.

6. Bopochl 1J11 caMONIOATOTOBKH

6.1. Obmas cxema aByxkiroueBsix KC.

6.2. Bunp! kimoueii B AByxkitoueBbix KC. Hasznauenue.

6.3. DnekTponHas udposas noanuck u mudponsanue. [lonstue.

6.4. OCOOEHHOCTH MCIOJIb30BaHUS KJIFOUEH NP IHU(PPOBAHUU U 3JIEKTPOH-
HOM LIM(PPOBOY MOANHKCH.

6.5. Ilepuon nevicTBus Kiaroda. OCOOEHHOCTH.
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